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Abstract

In this paper we discuss an inherent problem of multiagent
systems (MAS), the validation of desired behavior of an agent
as well as a MAS. MAS can adapt their behaviors to a dy-
namic environment. By the ability of adapting to a variety
of changes in the environment, it becomes very hard to en-
sure that the systems always show an intended behavior on
behalf of its owner. We present here a simulation-based ap-
proach that allows validating the behavior of MAS. The sim-
ulations runs are used to evaluate the MAS in the application
domain. By varying simulation settings, changes in the envi-
ronment can be tested, and thus the dynamic abilities of the
MAS are evaluated. If required and enough time is available,
different possible sequences of changes can be tested. Thus
a confidence value for the trust in the MAS, that it will be-
have efficient and desired in the real application context, can
be defined.

1. INTRODUCTION

It is often argued that multiagent systems (MAS) offer ad-
vantages in dynamic environments where flexible software
solutions are needed (Kirn, 2006). But it has to be stated that
exactly this flexibility is the cause for a significant drawback
of MAS. The other side of the coin is that adaptable or even
self-organizing systems can hardly be validated. That is to
evaluate if the system meets its specifications in a given en-
vironment state. If dynamics in the environment is especially
regarded in the software system, it has to be validated in all
possible environment states. In general this is not possible as
the number of possible environment states growth exponen-
tially.

It can be argued that MAS are not dependable or at least
bounded towards a minimal level of expected performance,
this is one reason for the fact that MAS have not established
to come to practical application in the field. One can overstate
the current situation as follows:

”We guarantee that your system will act in all
possibly upcoming environments, but we cannot
say that it will act as intended in any environment.”

Thus we currently can build MAS that can react flexible to a
changing environment but we cannot guarantee that the com-
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puted solutions remain within acceptable bounds. To improve
this situation we argue that it is necessary to combine flexibil-
ity and dependability to be able to generate MAS relevant for
broader practical application areas. A way to combine those
originally contradicting requirements can be the concept of
regulated autonomy presented in previous work (Schumann,
Lattner, and Timm, 2008).

This paper focuses on the question, how MAS can be eval-
uated and if possible validated to show desired behavior in-
dependent of events that may change the environment. There-
fore we advocate that simulations can help to evaluate the
system’s behavior in different changing environments. In this
simulation the environment can be modified in a controlled
way. This is a method that has to be classified as a software
testing method. And of course, as we all know by the famous
statement of Dykstra, testing cannot show the absence of fail-
ures, just their presence, it is clear that we cannot do verifi-
cation for a MAS using this approach. But simulation can be
used to investigate the possible environments that are classi-
fied by experts as most realistic future developments. This
leads, with a comparable low degree of test coverage to a
dependable impression of the abilities of the MAS at hand.
Thus simulation studies seem to be an appropriate tool for
the performance measurement of MAS, respecting the chal-
lenges from flexible systems.

The rest of this paper is organized as follows. In the
next section we discuss methods of software validation and
thereby highlight different testing methods. In section 3 we
discuss the use of simulation studies for testing MAS. Based
on this more general explanation we present in section 4 a
case study how simulations can be used to measure the per-
formance of MAS in concrete scenarios. We then discuss re-
lated work (section 5) and finally summarize our findings and
discuss future research.

2. VALIDATION OF
SOFTWARE SYSTEMS

Ensuring that programs do what their programmers and
users expect them to do is an important issue, not only in the
field of software engineering but in all fields where software
is developed. Different techniques have been developed. This
section gives a brief overview, a more detailed overview can
be found in (Menzies and Pecheur, 2005) with an additional
focus on MAS in (Hormann, 2006). According to Menzies
and Pecheur (2005) these techniques can be classified in five
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groups with increasing strength in their results, as shown in
figure 1.
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Figure 1. Software testing methods, (Menzies and Pecheur,
2005)

Theorem proving is the most formal method that can be
applied to verify a program. A specialized logic has to be
designed to reason formally about the correctness of the pro-
gram. By standard theorem proving technologies it is tried to
generate a proof that the program will only act in a specified
way. Obviously, this is a very intensive and difficult approach,
that can only be applied for safety critical systems, see e.g.
(Menzies and Pecheur (2005); Timm, Scholz, and Fiirstenau
(2006)). In the MAS context actually no explicit approach
is known to the authors, expect the METATE language pre-
sented by Wooldridge (2002).

Model checking is a formal technique, too. The aim of
model checking is to verify that a certain formal property
holds in all possible states. This implies that all possible states
and the state transitions can be modeled. The advantage of
model checking is that complete test coverage can be guaran-
teed. But it depends on the premises that a complete model
can be defined, which is at least hard, if one has an open envi-
ronment assumption, which is typical for MAS that offer flex-
ible behavior. Wooldridge, Fischer, Huget, and Parsons pre-
sented the language MABLE, which allows code transforma-
tion into a Promela model which can be checked by the SPIN
(Holzmann, 2003) model checker. Although the interaction
of agents that is specified in MASE agent development meth-
ods can be transformed into Promela models and checked by
SPIN (DeLoach, 2004). In a static analysis the source code
of a program is analyzed in a static way, without executing
it. Thereby control and data flow analysis are in the focus.
Ideally this process can be completely automated, as it can be
integrated in the compiler, for example. Here the special chal-
lenges arise for any distributed systems. Those systems con-
sist of a number of potentially independent developed subsys-
tems. Thus a simple analysis of the source code is not suffi-
cient as the interaction between different agents is critical, as
they can change the executed path, and thus lead to situations,

an internal state of an agent, that cannot be accessed without
interaction with other agents. Thus for distributed systems the
interaction pattern, which can be very complex, has to be in-
tegrated into the analysis. It is doubtable if such integration is
feasible at all. The idea of run-time monitoring is to supervise
the behavior of a program during its execution. Most promi-
nent are assertions, for instance, that are integrated in the Java
runtime environment (since Java 1.4)'. The programmer can
ensure that a specified Boolean expression is true at a given
point during program execution by formulating such an asser-
tion. If the assertion is violated, an exception is thrown. From
a more abstract point of view the system to be monitored has
to be wrapped and the input and output behavior have to be
monitored. For a distributed system it is only reasonable to
monitor all subsystems separately. Otherwise one cannot as-
sume which input is known to which agent, and thus cannot
evaluate if an observed reaction is acceptable with the given
information. Moreover it is necessary to specify recovery ac-
tions that have to be taken if the system does show an unspec-
ified actions or leave the interval of acceptable performance,
as the system is actually operating. Two options are possible.
The system can re-delegate the problem to a human operator,
or a fallback strategy has to be defined, that is appropriate for
the given situation. Runtime monitoring is a pre-requisite for
the concepts of self-healing, self-optimizing systems. And al-
though the constant monitoring of the system by itself and
the reasoning about this observation is used in the concept
of regulated autonomy (Schumann et al., 2008), as well. Ap-
proaches for run-time monitoring within MAS was presented
e.g. by Timm (2004). In the classical software engineering the
idea of software test is already well established in research
and practice. A first overview of software testing in software
engineering can be found in (Goldsmith and Graham, 2002)
and is just sketched here very roughly:

e Unit tests: Within a unit test, a specific unit is tested, in
terms of correct input / output behavior.

o Integration tests: The goal of integration tests is to eval-
uate and check the interaction of different units. Thereby
sequences of interactions are of particular interest.

e System tests: In a system test, the entire system is tested
to evaluate if all functional and non-functional require-
ments are met by the system.

e User acceptance tests: This test is, in contrast to the test
previous mentioned ones, not done by the software de-
veloper, but by the user. It is commonly done with real
data and under realistic environments.

A general problem of software testing is that only a very
limited number of possible execution paths are tested. Thus

'See e.g. http://java.sun.com/j2se/1.4.2/docs/guide/
lang/assert.html



the test coverage is very low, which leads only to a weak con-
fidence level. Actually there exist no systematically testing
approaches for MAS, except (Hormann, 2006), to the best
knowledge of the authors. Hormann (2006) has presented a
method for comparable to unit testing for the JADE? agent
development platform.

3. SIMULATION STUDIES FOR VALIDAT-
ING MAS

Simulation techniques are also used for modeling and an-
alyzing dynamic, complex systems. MAS are a specific form
of dynamic systems, i.e. MAS are software systems consist-
ing of various autonomous agents and each of the agents uses
a hidden internal state. Normally simulation of MAS is used
to evaluate the quality of the computed solutions, to compare
them with results of other techniques or actual methods in
practical use for a given problem. Here we discuss the value
of simulation for validating MAS. First of all it has to be
stated that simulation can be seen as a form of system or ac-
ceptance test that allows evaluating the behavior of a MAS
for a set of possible environments. Thus it is common knowl-
edge that results from simulation studies cannot be used to
argue that the system has no errors or always will act on the
behalf of the user. If one uses a white-box or grey-box ap-
proach, such that one can look inside the MAS and use inter-
nal information, it can be possible to monitor single agents of
the entire MAS, what allows a form of runtime monitoring.
This combination of runtime monitoring within a simulation
can be very fruitful for evaluating and debugging a MAS. If
one has no insights of the MAS, runtime monitoring is not
possible, and the data collected during the simulation has to
be analyzed to evaluate the behavior of the MAS. In contrast
to structured testing the test coverage of all possible environ-
ments that can be reached by simulation studies is comparable
low. Nevertheless an acceptable confidence of the intended
user can be reached by simulation studies. The reason for this
is that simulations can be seen as knowledge guided explo-
ration of the state space of possible environments of the MAS.
If different changes in the environment can be classified with
a probability, one can start with an emulation of the current
situation and then evaluate possible developments. Even if the
number of possible states that are investigated is relatively
small, each simulation run is very time consuming. Therefore
it is necessary to enforce the automation of the entire valida-
tion process. The possible design of such a simulation tool is
shown in figure 2. The components of this tool are sketched
in the following. They have to automate the process as far as
possible to keep the approach feasible. The basic scenario and
possible events with different probabilities should be speci-
fied by the expert. The quality of this estimation is, of course,

2Java Agent DEvelopment Framework (http://jade.tilab.
com/)

critical to obtain the desired confidence. Based on this data
the specification for the environments can be generated in a
semi-automated way, at least. An example for the automated
test scenarios generation is presented in (Maiden, 1998). The
simulation tool can be a standard commercial of the shelf tool,
like for instance Plant Simulation®. The MAS has to be inte-
grated into this simulation tool, for instance this was done for
the evaluation of IntaPS (Lorenzen, Woelk, Denkena, Scholz,
Timm, and Herzog, 2006). It can happen that the results of
a simulation run are not complete or that the simulator does
not compute results in a timely fashion, because it may crash.
The correct execution of a simulation has to be observed, and
results have to be checked for completeness and plausibility.
This is necessary to ensure that only valid results are used in
the further processing steps. If a simulation run did not gen-
erate proper data, it has to be repeated. This is done by the
simulationcontroller. Moreover this component could be used
for the adaptation phase of the MAS to the given scenario, if
the MAS need a setup phase.

The interpretation of the results can be done using again
an existing tool for statistical analysis, e.g. the R project®.
To control the entire process another controller, called sim-
ulationstudycontroller, is needed. This control has some im-
portant functions. First it has to calibrate the model that is
that the simulation computes results that can be observed in
the real system as well. This situation is the starting point for
the knowledge guided exploration of possible worlds. Second
the controller has to control the scenario generator based on
the information given by the user and the interpretation of
the computed results. For example, it might be useful to use
results from the interpretation module to guide further simu-
lation runs in “interesting” areas or it can enforce more repli-
cations if statistical relevance cannot be proven by existing
data.

4. VALIDATION BY SIMULATION: A CASE
STUDY

In our research on intelligent agent architectures we are
working on an innovative goal selection mechanism in BDI
agents. Our primary research objective is to develop an al-
gorithm which could consider conflicts of interests between
desires explicitly. Our primary research objective is met as
the resulting algorithm, cobac (conflict-based agent control),
was modeled and specified formally. However, a proof-of-
concept in form of a prototypical implementation is required.
Like various research in MAS, our primary research question
does not address an improvement or optimization of existing
approaches but the invention of an algorithm which handles
domain specific aspects which are not considered in the cur-

3http://www.ugsplm.de/produkte/tecnomatix/plant_
design/em_plant.shtml
“http://www.r-project.org/
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Figure 2. Components of a simulation tool for validating MAS

rent state-of-the-art. Consequently, it is often claimed that a
comparison or a performance measurement is not necessar-
ily within the scope of evaluation or validation. In our con-
text, the application of the MAS is planned for the production
manufacturing domain. With respect to an interdisciplinary
research approach, we have to explain the domain experts
the benefits as well as the functionality of the system within
the application domain. Therefore, we are using domain sce-
narios within a simulation-based testing procedure to evalu-
ate and validate the agent architecture and the goal selection
mechanism. In the following we will introduce the algorithm
briefly, present our evaluation approach, and interpret the re-
sults.

In order to balance various desires in the manufacturing
domain e.g., produce or maintain, agents need to implement
a sophisticated conflict management. In the Discourse Agent
architecture, which is based on BDI, conflict management is
integrated explicitly by the cobac-algorithm. Doing so, the
process of goal generation and option filtering is substituted.
In the first step of the cobac algorithm options are generated
- in analogy to conventional BDI approaches - on basis of ac-
cessible desires and current intentions. A first extension leads
to the creation and allocation of plans for any accessible de-
sire. Accessible desires and active intentions are handled as
options; however, on the formal basis (multi-modal logic),
there is no efficient way to decide on accessibility. In BDI,
the powerset of accessible desires and intentions is computed
(reduced to consistent elements) and a non-deterministic se-
lection of one element of this set as an intention is performed.
In cobac, the powerset is not computed and each option is as-
sessed by an evaluation function considering chance of pur-
suing this option, risk of ignoring this option, as well as user
preference. In the next step the options are filtered. The fil-
tering uses conflict assessment and resolution, i.e., for each

pair of options, a synergy as well as a conflict value is cal-
culated. Two options receive a high synergy value if they are
pursuing similar desires and the plans are not contradictory,
e.g. the post condition of plan A is not prohibiting the pre
condition of plan B. A conflict and synergy potential is cal-
culated as the sum of each conflict and synergy value and is
used as a performance indicator within the process of con-
flict resolution. The conflict classification and resolution is
motivated from the field of inter-personal conflict studies and
following a conflict taxonomy which is introduced in (Timm,
2004), where each pair of options is classified as a leaf in this
taxonomy. For each type of leaf, there is a resolution strat-
egy taking the cooperation or conflict potential into account.
For instance if two objectives are very similar, they can be
merged in a cooperative setting and two objectives pursuing
conflicting post conditions can be removed.

The evaluation of our approach is two-fold. On the one
hand, the prototypical implementation is used for proof-of-
concept to support the primary research question. On the
other hand, the prototype should be used for evaluation and
performance measurement with respect to a representative
model of the application domain. The main challenge for the
proof-of-concept of cobac lies in the implementation of the
(theoretically infinite) accessibility relation, which is based
on the possible worlds semantics in BDI. We suggest explicit
restriction to the length of the temporal structure and inherit
five different types of accessibility consideration in the agent
deliberation process. In this paper we present results of the
variation where no accessibility relation is computed, i.e., any
intention and desire is assumed to be accessible. With these
modifications a prototypical system in the production engi-
neering domain was built. However, the second step of the
evaluation process, performance measurement, is not handled
by this first evaluation.



After proofing the concept, it is necessary to evaluate,
whether the approach is adequate with respect to the desired
application domain. In this phase, it has to be shown, that the
MAS is solving problems of the application domain meeting
the requirements. However, a further step in the evaluation
process includes the comparison of the solution to available
optimal, state-of-the-art, or best practice solutions for this do-
main. Consequently, for evaluation purposes, at least one sim-
ulation model of the desired application domain is required.
The design of the simulation system is based on the abstract
model in figure 2. The modular design enables testing of mul-
tiple MAS and consequently for the comparison of MAS. One
of the main problems of evaluating MAS is that MAS are im-
plemented specifically for tasks with a high degree of auton-
omy and flexible interaction. Thus, it is difficult to compare a
MAS to another in a specific domain as it could require to im-
plement both MAS. Considering our case study, it is impor-
tant to define scenarios which are representing standard and
extreme situations of the desired application. For evaluating
cobac we specified a shop floor with resources and manu-
facturing orders. The representation of resources includes er-
ror probability and maintenance models and various as well
as partially conflicting desires. Orders and resources should
be controlled by intelligent agents - however, the resource
agents are implemented by Discourse Agents with cobac al-
gorithm. As a contrast to this, we implemented the Discourse
Agents with and optionally without cobac option filtering,
such that as many concepts as possible are shared between
these approaches. As we also have internal knowledge about
the simulation model, we explicitly use this to develop a sys-
tem which is nearly optimal in the concrete scenario. In our
case, especially the error and maintenance probability is used
for creating a specific algorithm. This specific algorithm can-
not be used as a standard solution for the practice, but it can
be used to determine a “reference point”. On this basis we can
analyze the system behavior and measure the “performance”
with respect to the application.

For simulation-based testing and the following measure-
ment and interpretation of the results, we specified 17 differ-
ent simulation configurations; each of them has been com-
puted 100 times to reach statistical significance in the results.
The different configurations cover different sizes of the de-
sire set, different accessibility relation models, and increased
and decreased error probability. The length of each simulation
run is set to 96 deliberation steps which cover one shift in the
shop floor. The cobac algorithm as well as the priority option
filtering algorithm are each tested with a set of generic de-
sires (five desires) and an extended, set of partially composed
desires (seven desires), as well as five different approaches
to accessibility computation. Our system automatically gen-
erates programs for computing explorative and test statistics
with Systat. The results of the explorative analysis are auto-

matically transformed into a pdf-document for future refer-
ence. Even with this level of automation, the interpretation of
the results is extremely complex and it is not feasible, that
it is performed by a human expert by himself. E.g., if only
one key performance indicator is used for consideration of the
differences of our 17 configurations lead to 153 tests; even if
only tests within a group with comparable parameters is per-
formed, there are around 40 tests to perform. The challenge
in the interpretation is to find the interesting and representa-
tive results within the simulation runs. In figure 3 results of
the experiments with a generic set of desires and no computa-
tion of accessibility relation are plotted for cobac (ISCN) and
priority-based selection (ISPN). It seems to be obvious, that
cobac is superior to priority-based selection. In this context
we introduced the reference point experiments, which use in-
ternal knowledge of the simulation model design. The results
of these experiments are used as a reference (as 100%); in-
terpreting our results in this context, it can be assumed that
cobac reaches between 70% and 80% of an optimal solution
with respect to money balance. In contrast to this, priority-
based selection reaches ca. 35% of this reference solution.
For further details on the evaluation, please refer to Timm
(2004).

S. RELATED WORK

The focus of this work is on the validation of the behav-
ior of MAS. As automated verification, done either by theo-
rem proving or model checking can only be done to assert,
formulated as a logic formula, that a given statement holds
during the systems execution or not, it becomes hard to in-
vestigate the entire specification of the given MAS, because
for each assertion that results from the specification the en-
tire verification process has to be done. Thus we do not dis-
cuss such approaches here in more detail. The field of validat-
ing distributed software systems cannot be surveyed here ex-
haustively. More detailed discussions of existing approaches
can be found in (Sudeikat, Braubach, Pokahr, Lammersdorf,
and Renz, 2006; Fuentes, Goémez-Sanz, and Pavon, 2004).
Fortino, Garro, and Russo (2005) present in their work an
integrated development and validation framework. For their
validation they use a simulation-based approach, as well. In
their article Fortino et al. present an development approach
that bases on the Gaia method presented by Wooldridge, Jen-
nings, and Kinny (2000). To simulate a MAS, the designer has
to build a simulator program, which embeds the agents in the
presented simulation framework. At the core of this frame-
work an event-driven simulator is used, based on the idea of
statecharts. The simulator is responsible for the interleaved
execution of the event processing of the agents and for the
passing of events among the agents. Thus it emulates an agent
platform. This implies that the agents have to be adapted af-
ter the simulation phase to the desired productive platform.
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Figure 3. Results of the cobac-evaluation

This implies that the system is changed after its validation
phase. What can be problematic is that after the system is val-
idated by simulation, it is modified by hand to adapt it to its
intended agent platform. This, of course, can be an erroneous
process step and compromise all results from the valida-
tion phase. Sudeikat et al. (2006); Sudeikat and Renz (2006)
and present in their work techniques for validation of belief-
desire-intention (BDI) agents. In their work they survey exist-
ing methods and testbeds for BDI agents and discuss different
technologies for validating and testing BDI-based MAS. Run-
time monitoring, namely assertions, and techniques for static
analysis were presented to validate single agents (Sudeikat
et al., 2006) and a technique to monitor a MAS consisting
of goal directed agents (Sudeikat and Renz, 2006). A case
study is implemented using the Jadex® framework, where the
assertion techniques have been added. For validating special
aspects of single agents or interaction protocols different ap-
proaches have been proposed, e.g. (Poutakidis, Padgham, and
Winikoff) or (Liedekerke and Avouris, 1995). As we are in-
terested here in validation the system behavior and not the
subsystem or interactions, we will not go into detail here.
In (Sudeikat et al., 2006) existing approaches are presented.
Another approach to generate more reliable multiagent sys-
tems can be achieved using the principles of model-driven-
architectures (MDA). Following the MDA approach the MAS
is generated automatically. The designer specifies the system
on an abstract level and the executable system is generated
automatically. If those transformation steps are validated, it
can be ensured that a resulting MAS implementation will be-
have as specified. Of course, it has to be shown that the de-
fined concepts in the MDA approach are sufficient to model
the requirements of the application at hand. If, for example,
the needed system behavior cannot be expressed, for instance,
real-time behavior, then the MDA approach can ease the de-

Ssee http://vsis-www.informatik.uni-hamburg.de/
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velopment process, but do not offer a benefit for validating
the system. Approaches to design MAS using MDA tech-
niques are discussed in (Amor, Fuentes, and Vallecillo, 2004;
Goémez-Sanz and Fuentes, 2003; Hahn, 2008).

6. CONCLUSION

For the last century, agent technology is claimed to be next
generation’s paradigm for modeling, designing, and imple-
menting large scale, adaptive, and intelligent software. The
natural distribution of MAS as well as the complex inter-
action skills is used as standard arguments, “proofing” the
benefit. In opposite to these expectations, MAS is not a stan-
dard approach for building large scale, flexible software. One
main bottleneck for the application of agent technology is,
that proving, proofing, validating, or even evaluating MAS’
behavior is difficult and standard testing and assessing are
currently subject of research and not established, yet. This is
an especially challenging field as one face a dilemma design-
ing MAS. On the one hand, one has to design a system that
can adapt its behavior flexible to its environment. On the other
hand, this flexibility is the main obstacle in validating the sys-
tem. Therefore, in this paper, we introduced an approach for
testing and simulating MAS on the basis of individual agents.
Thus, we are proposing a framework for controlled testing,
which allows simulating comparable and repeatable environ-
ments. In the case study we analyzed our approach of testing
and validating a MAS for the manufacturing domain. Even if
we have a high degree of automation, the interpretation effort
is so high, that it is not feasible to perform it manually. The
resulting challenges can be found in automatic execution and
variation of simulation models and automatic analysis of sta-
tistical exploration and test results. These challenges are ob-
ject of our current research: we are developing a knowledge-
based approach to support configuration, calibration, and sta-
tistical interpretation of simulation models. In a first step, this
approach is applied to simulation techniques in general. After



positive results, we plan to transfer these results to the auto-
mated validation of MAS as outlined in this paper.
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