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Abstract. In 2024, cryptocurrency-related fraud exceeded $40 billion,
challenging UN Sustainable Development Goal 16.4 on illicit financial
flows. Existing methods face a recurring trade-off: deep models are ac-
curate but opaque, while interpretable pipelines are often chain-specific.
We propose an explainable graph-temporal Machine Learning framework
whose methodology is reusable across heterogeneous ledgers by relying
on chain-specific feature extractors, instantiated in this work on Bitcoin
and Ethereum. The method combines architecture-neutral structural,
monetary, and temporal features; Balanced Random Forests for severe
class imbalance; and a three-layer XAI stack (SHAP, CIU, DEXiRE) for
global, local, and symbolic auditing. ChainAbuse intelligence (15k+ re-
ports) supports periodic retraining as fraud patterns evolve. Evaluated
on 31,000 Bitcoin wallets and 157,000 Ethereum tokens, the framework
achieves macro-F1 up to 0.92 and 0.985, respectively, while preserving
full transparency.

Keywords: Blockchain Forensics · Explainable AI · Graph-Temporal
Features · Fraud Detection.

1 Introduction

Blockchain technology enables large-scale value transfers without intermediaries,
but pseudonymity also facilitates illicit activity. In 2024, cryptocurrency-related
fraud exceeded $40 billion [4], challenging UN Sustainable Development Goal
16.4 [34]. We ask whether a single forensic framework can classify licit and illicit
behavior across heterogeneous ledgers while remaining interpretable, efficient,
and reproducible. We focus on Bitcoin’s UTXO model and Ethereum’s account-
based model. Deep graph models [36,27,37] are accurate but opaque; feature-
engineered methods [24,5,33,15,37] are transparent but often chain-specific. Re-
cent work highlights unresolved transferability and efficiency issues [14]. We tar-
get the regulatory trilemma of accuracy, interpretability, and deployability under
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GDPR and the EU AI Act. The framework targets ex-post forensic classifica-
tion (reconstruction of behavioural profiles for entities with an already-observed
activity window) rather than streaming detection.

Our explainable-by-design pipeline has four stages: (i) label harmonization
with Confident Learning [28]; (ii) architecture-neutral graph-temporal feature
engineering; (iii) class-imbalance-aware training with Balanced Random Forests;
and (iv) layered explanations via SHAP [22], CIU [1], and DEXiRE [7]. We evalu-
ate on 31,000 Bitcoin wallets and 157,000 ERC-20 tokens and obtain performance
comparable to strong neural baselines while preserving full auditability.

Our contributions are threefold: a methodologically portable forensic pipeline
whose feature taxonomy and XAI stack instantiate on heterogeneous ledgers
via chain-specific adapters, empirical evidence that interpretable ensembles can
match deep approaches, and cross-ledger fraud signatures (dispersion, centrality
concentration, temporal burstiness) that appear robust to data model differ-
ences.

Related Works. Research on illicit activity detection spans several complemen-
tary directions. Feature-engineered pipelines remain widely used due to their in-
terpretability and low operational overhead. In the Bitcoin context, this includes
early work on address clustering and transactional pattern analysis [23,41], un-
supervised and multi-view fraud detection [24,25], transaction-level risk scor-
ing [26], service attribution [33], entity ownership inference [5], analyses of money
flow structures [32,29,12], and wallet-centric fraud mitigation [15]. Work on
learning under limited labels has also been investigated [21]. For Ethereum,
hand-crafted features have been used for detection of Ponzi schemes [3,6], hon-
eypot detection [31], analysis of scam token behavior [40], and smart contract
vulnerability discovery [16].

Graph representation learning approaches [36,27] enhance detection perfor-
mance, but this improvement comes at the expense of diminished auditability.
TokenScout [37] utilizes Temporal GNNs for early scam detection. Approaches
including FlowScope [17], DenseFlow [19], and HoloScope [20] are specifically
designed for laundering detection. Subsequent work extends these ideas to EVM-
based tracing [14,13,38], mixer investigations [8,11,30,39], phishing [10], giveaway
scams [18], wash trading [35], and DeFi exploit analysis [42].

Our work contributes by integrating architecture-agnostic graph-temporal
features with interpretable ensemble models to enable transfer across different
ledgers. The paper is organized as follows: Section 2 details the methodology;
Sections 3 and 4 present Bitcoin and ERC-20 case studies; Section 5 discusses
cross-architecture insights; Section 6 concludes.

2 Methodology

Our central hypothesis is that illicit behavior exhibits architecture-invariant sig-
natures (structural concentration, temporal burstiness, value dispersion), regard-
less of ledger mechanics.
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Data Harmonization and Label Quality. We merge labels from TokenScout [37],
ChainAbuse, and Elliptic++ with a conservative rule: an entity e is fraud if
any source flags it as fraud (L̃e = fraud ⇐⇒ ∃l ∈ Le : l = fraud), thus
minimizing false negatives [9]. To reduce label noise, we apply Confident Learning
and compute si = P (yi | xi) via k-fold cross-validation; samples with si < 0.3
are removed as likely mislabeled.

Graph-Temporal Feature Engineering. We model transactions as directed graphs
and extract three feature families: structural (centrality and topology), monetary
(value concentration and fragmentation), and temporal (velocity, burstiness, life-
time). Fraud profiles typically combine abnormal flow concentration and short
activity windows. Feature semantics remain stable across ledgers; only extraction
differs (UTXO link tracing for Bitcoin, Transfer log parsing for ERC-20).

Ensemble Classification with Class Balancing. Since fraud data are highly imbal-
anced, we train Balanced Random Forests, which rebalance bootstrap samples
internally. We tune hyperparameters with stratified five-fold cross-validation,
optimizing macro-F1 and AUROC.

Multi-Resolution Explainability Stack. We combine three complementary layers:
SHAP for global feature attribution (path-dependent TreeSHAP under residual
feature dependence), CIU for instance-level contextual reasoning, and DEXiRE
for symbolic IF–THEN rules readable by auditors. This stack supports trans-
parency requirements under GDPR Article 22 and the EU AI Act. For repro-
ducibility, the implementation is available on an anonymous link [2].

3 Case Study I: Bitcoin Wallet Classification

Bitcoin’s UTXO structure complicates forensics because addresses are transient
states rather than persistent entities. We therefore cluster addresses into wallets
and trace multi-hop flows to detect darknet payments, ransomware, mixers, and
scam activity.

3.1 Data Acquisition and Feature Engineering

Ground-truth labels come from Elliptic++ (14,266 fraudulent and 7,378 licit
addresses), ChainAbuse (6,911 validated fraud reports), and a recent Q1 2025
sample (8,834 addresses). We retain only addresses with at least two incoming
and two outgoing transactions; for the recent sample, an Isolation Forest (5%
contamination) removes suspicious outliers. Table 1 summarizes the per-source
composition; after the connectivity filter and outlier removal, the final working
dataset comprises 31,389 wallets.

For each address, we extract 20 features in three groups: structural, mone-
tary, and temporal. The most discriminative are unique_out_ratio and time_
interval_ratio, which capture rapid dispersion and bursty behavior typical of
peel-chain laundering. Table 2 compares this vocabulary with prior work.
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Table 1: Bitcoin wallet dataset composition by source, before connectivity filter (≥2
in/out transactions) and outlier removal (Isolation Forest, 5% contamination) that
yield the final 31,389-wallet working dataset. Data spans 2019–2025.
Source Fraud Licit

Elliptic++ 14,266 7,378
ChainAbuse 6,911 –
Recent Sample (filtered) – 8,834

Total 21,177 16,212

Table 2: Bitcoin feature comparison with previous research. Letters show which studies
employed each feature; bold entries mark novel, highly discriminative contributions.

Feature Used in

Structural (7)
In/Out-degree A,B,C,E
Unique counterparties (in/out) B,E
Local clustering coefficient A,E
Total wallet degrees C,E

Monetary (6)
Average transaction amount

(in/out)
B,C,D,E

Net balance (address/wallet) B,C,E
Total received/sent volumes C,D,E
Weighted average transaction C,D,E

Temporal (7)
Inter-transaction intervals B,C,E
Address lifetime C,E
Average active duration C,E
Activity index (tx/lifetime) B,C,D,E
In/Out transaction count ratio B,C,E
Unique-out ratio (dispersion) A,E
Time-interval ratio (bursti-

ness)
C,E

Total feature count per study A:3, B:7, C:12, D:4, E:20
Legend: A=Chang et al. (2018), B=Weber et al. (2019), C=Chen et al.
(2021), D=Işcan et al. (2023), E=Our work. Gray rows highlight novel
dispersion-specific features critical for detecting peel chains and automated
laundering.

3.2 Experimental Results

We evaluate three provenance setups: (1) ChainAbuse vs recent on-chain sample,
(2) ChainAbuse vs Elliptic++ licit addresses, and (3) Elliptic++ only. Each sce-
nario uses a held-out 80:20 stratified split with SMOTE applied within training
only; 5-fold CV on Scenario 2 yields 0.918± 0.006 macro-F1 at tuning. Table 3
reports held-out metrics.

Table 3 shows that Random Forest performs best in Scenario 2, with macro-
F1 = 0.92 on the held-out test set. Confident Learning is applied only to the
ChainAbuse fraud subset of Scenario 2’s training partition before SMOTE, flag-
ging 294 records; re-evaluated on the same test partition, macro-F1 improves
from 0.912 to 0.920.

The Scenario 1 vs. 2–3 gap (F1 0.79 vs. 0.92) is driven by the licit reference:
Scenario 1 replaces the vetted Elliptic++ set with a Q1 2025 on-chain sample
filtered only by a 5% Isolation Forest. We thus read Scenario 1 as a low-curation
cold-start and Scenarios 2–3 as the curated steady state, bracketing the opera-
tional range.
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Table 3: Bitcoin fraud classification across three data source scenarios. Metrics: macro-
averaged precision, recall, F1, and accuracy. Best per-scenario results in bold.
Sc. Model Prec Rec F1 Acc

1
RF 0.78 0.79 0.79 0.82
MLP 0.71 0.73 0.72 0.75
SVM 0.69 0.70 0.69 0.73

2
RF 0.93 0.91 0.92 0.92
MLP 0.84 0.85 0.85 0.85
SVM 0.81 0.82 0.82 0.82

3
RF 0.92 0.92 0.92 0.90
MLP 0.85 0.84 0.84 0.84
SVM 0.80 0.81 0.80 0.81

Table 4: Positioning within the literature. Metrics for prior methods are reproduced
from the corresponding original publications and are evaluated on the respective orig-
inal datasets and splits; baseline architectures are not re-trained on our data. XAI
column: ✓=full explainability, ∼=partial, none=no explainability. BA=Balanced Ac-
curacy.
Chain Method Model Acc/BA F1 XAI

BTC
Chang (2018) RF/SVM 89% – ✓
Nerurkar (2021) CNN 91% – –
Işcan (2023) LightGBM 93% – ∼
Ours RF+XAI 92% 0.92 ✓

ETH
TokenScout T-GNN 98.4% – –
Chen (2021) GCN 94.2% 0.93 –
Ours RF+XAI 98.1% 0.985 ✓

3.3 Explainability Analysis

SHAP [22] decomposes predictions into additive feature effects, i.e., f(x) =
ϕ0 +

∑
i ϕi, where positive ϕi values move the decision toward fraud. In Fig. 1,

red points on the right indicate that high feature values increase fraud risk,
while blue-right patterns indicate variables where low values are suspicious.
The dominant signal is unique_out_ratio: high dispersion strongly increases
fraud probability. time_interval_ratio captures temporal burstiness, and low
weighted_avg_tx plus low avg_active_duration characterize short-lived wal-
lets with small repetitive transfers. Overall, the model highlights patterns con-
sistent with peel-chain and mixer operations. Table 5 reports the top features.

For instance-level analysis, CIU yields CI ≈ 0.067 and CU ≈ 0.856. CI (Con-
textual Importance) quantifies how much a feature can influence the local pre-
diction, while CU (Contextual Utility) measures whether its observed value sup-
ports the predicted class. These values indicate that top features provide stable
local support for fraud classifications. To make this evidence operational for au-
dits, DEXiRE [7] extracts symbolic IF–THEN rules from the trained ensemble.
We obtain 77 rules (44 fraud, 33 licit) with 89% surrogate accuracy, showing
good fidelity to the original model. A representative rule is: IF unique_out_
ratio> 0.7 AND lifetime< 48h THEN fraud (confidence 0.94).

Operational Implications. The Bitcoin results show that explainable ensembles
can support day-to-day forensic workflows without deep-model opacity. In prac-
tice, investigators can use SHAP to prioritize high-risk wallets, CIU to test
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Fig. 1: SHAP beeswarm plot for classifying Bitcoin wallets. Each point corresponds to
one wallet; horizontal position is SHAP impact and color encodes feature value (red =
high, blue = low).

Table 5: Top-10 Bitcoin features by SHAP importance.
# Feature |ϕ̄| Fraud Signal

1 unique_out_ratio 0.142 High ↑
2 time_interval_ratio 0.118 High ↑
3 weighted_avg_tx 0.097 Low ↓
4 avg_active_duration 0.089 Low ↓
5 avg_in_transaction 0.081 Low ↓
6 total_unique_out 0.076 High ↑
7 total_in_degree 0.068 Low ↓
8 total_unique_in 0.062 Low ↓
9 total_out_degree 0.058 High ↑
10 avg_out_transaction 0.054 Low ↓

alternative hypotheses at case level, and DEXiRE rules to produce courtroom-
readable justifications. This is particularly relevant for financial intelligence units
that need reproducible evidence, low false negatives, and transparent decision
logic under regulatory scrutiny.

4 Case Study II: ERC-20 Token Scam Detection

Unlike Bitcoin’s stateless UTXOs, Ethereum maintains persistent account states
and programmable contracts. This programmability creates richer behavioral
traces but also a broader attack surface. Since ERC-20 compliance is easy to
satisfy syntactically, malicious actors can deploy tokens that look legitimate at
interface level while embedding deceptive economic behavior (rug pulls, honey-
pots, or Ponzi-like incentives). As a result, detection must rely less on static
metadata and more on dynamic transaction-graph behavior over time.
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Table 6: ERC-20 token dataset by provenance. Fraudulent tokens from community
reports; legitimate tokens from market-cap ranking and academic verification.
Category Source Tokens

Fraudulent TokenScout (EOA-linked) 142,275
ChainAbuse (direct) 11,636

Legitimate CoinMarketCap (top MCap) 2,003
TokenScout (academic) 1,805

Total unique tokens 157,719

4.1 Data Acquisition and Feature Engineering

We build the ERC-20 dataset from four sources (Table 6), grouped by prove-
nance and trust assumptions. Fraud labels come from TokenScout EOA-linked
tracing (142,275 tokens) and direct ChainAbuse reports (11,636 tokens). The tar-
get scam typologies are deployer- and contract-level fraud (rug pulls, honeypots,
Ponzi-like deployments, pump-and-dump schemes) rather than intra-token mar-
ket manipulation. Labeled-licit references come from CoinMarketCap top-cap
assets (2,003 tokens), used as a conservative market-quality proxy, and Token-
Scout’s academic benchmark subset (1,805 tokens) [37]. The choice of CoinMar-
ketCap top-cap is deliberate: target typologies have short token lifetimes (days to
a few months), whereas top-cap tokens have been actively traded for over twelve
months at sampling. This design lets us explicitly test how source curation and
class purity affect downstream classification performance.

For each token, we build a directed transfer graph and define 47 semantic
feature descriptors in three families: structural (17), monetary (18), and tempo-
ral (12). Descriptors marked with ∗ are expanded through aggregate statistics
(min, max, mean, std), yielding a 145-column matrix; iterative collinearity prun-
ing (drop the weaker-target feature in each highest-|ρ| pair until |ρ| < 0.7) con-
verges to a 17-feature representation used for the final ERC-20 model and XAI.
Temporal splits between short- and long-horizon activity are especially informa-
tive because rug pulls are typically short-lived. Table 7 compares our semantic
feature vocabulary with TokenScout [37].

4.2 Experimental Results

Data provenance strongly affects performance. We evaluate four source combina-
tions to isolate the impact of fraud-source quality and licit-reference quality, then
rank scenarios by (AUC-PR+F2)/2. This composite criterion is recall-oriented,
reflecting a realistic operational preference: missing active scams is generally
more costly than temporarily flagging a legitimate token for manual review. For
all ERC-20 scenarios, model training and evaluation are performed after the
collinearity-pruning step, so the reported metrics refer to the final 17-feature
representation rather than to the full candidate feature matrix.

The best setup (CA + CMC) reaches F1 = 0.985, balanced accuracy = 98.1%,
and FPR = 1%; the collinearity-aware reduction preserves predictive perfor-
mance while removing variables that could distort attribution-based explana-
tions. As shown in Table 4, this places our framework within the top tier of



8 M. Trerotola et al.

Table 7: ERC-20 semantic feature descriptors compared against TokenScout. Gray
rows mark descriptors introduced in this work; ∗ indicates aggregate-expanded de-
scriptors.

Feature Group TS Ours

Structural (17 descriptors)
Graph topology (nodes, edges, transac-

tions)
✓

Centrality∗ (degree, betweenness,
closeness)

✓ ✓

Centrality∗ (eigenvector, Katz) ✓ ✓
Clustering coefficient∗ ✓ ✓
Entity distribution (unique addresses,

ratios)
✓

Monetary (18 descriptors)
Value statistics (total, avg, std, me-

dian, quantiles)
✓

Multi-scale transforms∗ (normalized,
log, harmonic)

✓ ✓

Flow accumulation∗ (in/out value &
count)

✓ ✓

Long/short-term avg values∗ ✓ ✓
Concentration metrics (Gini-proxy,

volume/address)
✓

Temporal (12 descriptors)
Lifetime statistics (span, inter-arrival

times)
✓

Long/short-term dynamics∗ (in/out
counts)

✓ ✓

Accumulated frequency∗ (long/short-
term)

✓ ✓

Transfer frequency & recency∗ ✓ ✓

Total descriptors 30 47 (+17 novel)
TS=TokenScout. Gray rows=novel descriptors beyond TokenScout.
∗=descriptor expanded through aggregate statistics (mean, std, min, max).
The final ERC-20 model is trained on 17 retained features after collinearity
pruning.

values reported in the literature for ERC-20 scam detection, while adding full
end-to-end interpretability that prior deep-graph models do not provide. No-
tably, the result also improves operational precision: low FPR limits unnecessary
escalation workload for exchange compliance teams and investigators.

Three takeaways emerge: (i) label quality beats volume—the 12× smaller
ChainAbuse subset outperforms TokenScout by 2.4 F1 points; (ii) the negative
class matters—CoinMarketCap is a cleaner licit reference than TokenScout; (iii)
naive source mixing can inject noise and reduce separability. These conclusions
remain stable after pruning, so the provenance effect is not an artefact of redun-
dant features.

4.3 Explainability Analysis

SHAP highlights two dominant signal families: transactional activity and cen-
trality. Table 9 reports the top features with CIU scores.

Lower transaction counts push predictions toward scam, consistent with a
limited on-chain footprint (Fig. 2). After collinearity pruning, num_transact
ions dominates (|ϕ̄| = 0.21, CI= 0.52), with compact-neighborhood features
(num_edges, unique_receivers, receiver_ratio, num_nodes) reinforcing
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Table 8: ERC-20 scam detection across four data source scenarios after collinearity-
aware feature pruning. BA=Balanced Accuracy, FPR=False Positive Rate. Scenarios
are ranked by (AUC-PR + F2)/2 composite score.
Sc. Scenario F1 BA ROC FPR

1 CA + CMC .985 .981 .992 1.0%
2 TO + CMC .961 .945 .982 1.8%
3 CA + TS .957 .927 .971 3.2%
4 TO + TS .918 .868 .938 4.9%

Table 9: Leading ERC-20 features with SHAP importance and CIU scores, computed
via path-dependent TreeSHAP on the 17-feature collinearity-aware representation. CI
and CU are computed over 200 stratified scam-class test instances.
Feature |ϕ̄| CI CU

num_transactions 0.210 0.520 0.97
node_eigenvector_centrality_mean 0.063 0.052 0.95
edge_transfer_value_normalized_mean 0.038 0.034 0.95
num_edges 0.034 0.032 0.95
unique_receivers 0.028 0.038 0.95
receiver_ratio 0.023 0.012 0.94
num_nodes 0.022 0.035 0.95
node_katz_centrality_mean 0.021 0.026 0.94

the signal. Centrality features provide a complementary structural signal. In
particular, node_eigenvector_centrality_mean and node_katz_centrality
_mean indicate that risk reflects both activity volume and local-graph position.
CU near 1.0 across top variables indicates consistent directional support.

Stability was confirmed against target correlation and DEXiRE antecedents.
DEXiRE on the 17-feature surrogate, distilled through a compact MLP trained
on the predictions of the production Balanced Random Forest, yields 18 proposi-
tional rules with 99% fidelity to the Random Forest and 95.9% balanced accuracy
on covered samples, suggesting that part of the original rule complexity reflected
collinear inputs rather than genuine decision boundaries. A representative rule,
IF total_transactions > 2.68 AND edge_transfer_recency_mean > 0.71 THEN
scam, captures an activity–recency interaction beyond univariate SHAP.

Operational Implications. For ERC-20 monitoring, the model can support a
staged workflow: high-throughput RF scoring for early warning, followed by CIU-
based inspection of borderline or high-risk cases. Since explanations are feature-
based and reproducible, they can be integrated into compliance or supervisory
reports without relying on opaque post-hoc narratives. The main warning profile
combines limited history, compact graph structure, restricted receiver diversity,
recency, transfer intensity, and centrality signals.

5 Discussion

Having tested our framework on two fundamentally different ledgers, we can
now synthesize the results. Table 10 presents the key metrics, organized into
four blocks.
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Fig. 2: SHAP beeswarm plot for ERC-20 token classification (17-feature collinearity-
aware model), where each dot represents a token. The position reflects the SHAP
impact, and the color indicates the feature value, with red representing high values
and blue representing low values.

The first block identifies the best-performing data source combinations, namely
CA (ChainAbuse) and CMC (CoinMarketCap), and shows that ERC-20 starts
from a richer descriptor vocabulary (47 vs. 20), pruned to 17 retained features
for the final model. The second block reports classification performance: both
architectures achieve strong results, though ERC-20 benefits from cleaner class
separation (1% vs. 7% false positive rate). The third block compares explainabil-
ity outputs: Top SHAP Feature indicates the most globally important feature,
Top CIU Feature shows which feature has highest contextual influence at the
instance level, and DEXiRE Rules reports the number of symbolic rules (77 on
Bitcoin, 44 of which fraud; 18 on ERC-20). Confident Learning, applied to the
Bitcoin training set, improves macro-F1 by 0.8pp.

Despite fundamentally different data structures, similar behavioral motifs
emerge. Dispersion ratios dominate on Bitcoin, while transactional-activity sig-
nals (num_transactions) lead on ERC-20, complemented by eigenvector- and
Katz-centrality features. Table 11 shows that these features capture a shared un-
derlying concept, namely how funds spread across the network. We argue that
this convergence reflects the economics of financial crime rather than blockchain
architecture: money launderers must fragment value to obscure trails, scam op-
erators must concentrate control to extract funds, and both operate under time
pressure, producing temporal compression. These constraints are imposed by
the crime, not the ledger and, hence the forensic vocabulary should now include
terms borrowed from architectures such as DAG-based systems and sharded
chains.
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Table 10: Cross-architecture synthesis: best-scenario metrics, top explanatory fea-
tures, and label noise analysis for both blockchain paradigms. Bitcoin BA, ROC-AUC
and FPR are computed on the same held-out test partition used in Table 3 (Scenario 2,
RF).
Metric Bitcoin ERC-20

Best Scenario CA + Elliptic++ CA + CMC
Dataset Size 31,389 wallets 13,639 tokens
Feature Dimensions 20 17

Macro-F1 0.92 0.985
Balanced Accuracy 92.5% 98.1%
ROC-AUC 0.95 0.992
False Positive Rate 7.0% 1.0%

Top SHAP Feature unique_out_ratio num_transactions
Top CIU Feature total_unique_in num_transactions
DEXiRE Rules 77 (44 fraud) 18

Table 11: Architecture-invariant fraud signatures: semantic equivalence of top dis-
criminative features across Bitcoin (UTXO) and Ethereum (account-based) ledgers.
Semantic Category Bitcoin ERC-20

Dispersion unique_out_ratio unique_receivers
Centrality clustering_coef node_eigenvector_centrality
Temporal burst time_interval_ratio max_time_between_tx
Value fragment. weighted_avg_tx edge_transfer_value_normalized
Lifetime wallet_lifetime time_span

Transferability still requires implementation work. Bitcoin required address-
level pruning and wallet aggregation for UTXO semantics, while Ethereum de-
manded log parsing and a higher-dimensional feature set (47 vs. 20). Neverthe-
less, semantic categories (structural, monetary, temporal) remain unchanged,
suggesting that extending to a new ledger mainly requires a dedicated adapter
rather than redesigning the framework. We emphasise that portability is claimed
at the methodological level only: separate Bitcoin and Ethereum models are
trained, with no parameter transfer evaluated across ledgers. A direct cross-
chain test (training on one ledger, evaluating on the other) is identified as future
work.

Finally, curation beats volume. The 12× smaller ChainAbuse corpus outper-
forms TokenScout by 2.4 percentage points in F1. Confident Learning identifies
2.2% noisy labels in the Bitcoin dataset; removing them yields a 0.8 percentage
point gain.

6 Conclusion

In this paper we address a regulatory trilemma: how to build fraud detectors
that are accurate, interpretable, and portable across blockchain architectures.
The framework we presented, combining Confident Learning for data curation,
graph-temporal feature engineering, Balanced Random Forests, and a three-layer
XAI stack, offers an answer at the methodological level: the pipeline template
and the feature taxonomy are reusable across heterogeneous ledgers via chain-
specific extractors, while the learned parameters remain ledger-specific.
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Our empirical evaluation demonstrates strong performance: we achieve a
macro-F1 of 0.92 on 31,000 Bitcoin wallets and an F1 of 0.985 with 98.1% Bal-
anced Accuracy on 157,000 ERC-20 tokens.

An additional noteworthy outcome is the emergence of consistent discrimina-
tive features across different architectures. Dispersion, centrality, and temporal
burstiness appear on both Bitcoin and Ethereum, despite radically different data
models. We interpret this as an evidence that fraud signatures arise from the
economics of crime, not from ledger design and this should broaden the scope of
investigation to include these emerging architectures, such as DAG-based sys-
tems and sharded chains.

The framework supports a multi-tiered deployment pipeline: real-time RF
scoring with SHAP for early warning, CIU for case-level investigation, and
DEXiRE rules for audit-ready documentation. Our full implementation is openly
accessible on an anonymous link [2].

We acknowledge several limitations. Our labels, though curated, ultimately
derive from community reports, hence are noisy by nature. Adversarially-aware
actors might adapt once they learn which heuristics we rely on. (i) Confident
Learning handles i.i.d. label noise, not coordinated adversarial reporting; (ii)
temporal features use complete entity histories, so metrics are valid ex-post
and bound streaming use from above; (iii) splits are random stratified, leav-
ing chronological re-validation as future work; (iv) the ERC-20 scope covers
deployer-/contract-level scams, not intra-token manipulation; (v) collinearity
pruning (|ρ| < 0.7) preserves headline performance, but residual dependence
in a small centrality cluster suggests reading SHAP at the feature-family level;
(vi) portability is methodological only, with no cross-chain parameter transfer
evaluated.
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