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Abstract. Federated Learning (FL) enables decentralized model train-
ing while preserving data privacy. However, classical aggregation strate-
gies such as FedAVG, FedPROX, and FedNOVA show significant per-
formance degradation when client data distributions are highly non-IID.
They are also vulnerable to adversarial perturbations that corrupt client
updates. To overcome these limitations, FedGP has been introduced in
literature, a Genetic Programming (GP)-based aggregation approach
that evolves symbolic aggregation functions instead of relying on fixed
rules. This study investigates the resilience of FedGP in challenging FL
scenarios. Thanks to its adaptive mechanism, the server can dynamically
combine, reweight, or discard client contributions according to their re-
liability, improving robustness against noisy or malicious updates. We
conduct a comparative evaluation on PathMNIST and FashionMNIST
under standard and adversarial conditions, including Gaussian noise,
label-flipping, and sign-flipping attacks. All methods are tested under
controlled non-IID settings with an imbalance rate of 0.8 and identical
training hyperparameters to ensure fairness. Experimental results show
that FedGP consistently outperforms traditional aggregation methods
in terms of robustness and accuracy, particularly in the presence of cor-
rupted clients.

Keywords: FedGP - Federated Learning - Genetic Programming - Ag-
gregation method resilience

1 Introduction

Federated Learning (FL) has emerged as a central paradigm in distributed ma-
chine learning, allowing models to be trained on decentralized data without
transferring sensitive information to a central server [6,14]. This approach has
facilitated the adoption of distributed learning-based applications in privacy-
sensitive domains, such as healthcare [23] and finance [12], as well as large-scale
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mobile ecosystems (e.g., next-word prediction on smartphones) [5], where data
locality and communication efficiency are crucial.

At the core of FL lies the model aggregation step: client devices train local
models on private data and periodically send their updates to a coordinating
server, which fuses them into a new global model [14]. FedAVG is the de facto
standard strategy. It average the weights of the client models and propagates the
resulting model. Widely appreciated for its simplicity and scalability, this ap-
proach is known to suffer if client data are non-IID, unbalanced, or generated by
heterogeneous devices, often leading to slower convergence and degraded global
performance [10, 22, 25].

Besides statistical heterogeneity, FL is also exposed to several structural
fragilities. Communication constraints, client dropouts, and hardware hetero-
geneity can delay or destabilize training; non-IID or imbalanced data partitions
can bias the global model. Among these challenges, adversarial or faulty clients
pose a critical threat to the integrity of the aggregation phase. These factors
underscore the need for aggregation strategies that are accurate under standard
conditions and resilient to noise, manipulation, and other forms of attack. A key
limitation of existing approaches is that the aggregation rule itself is predefined
and static, typically relying on fixed arithmetic operations such as averaging
or normalization. This rigidity prevents the model from adapting to dynamic or
corrupted client behaviors, suggesting that aggregation should instead be treated
as a learnable process—one capable of evolving functional forms that respond
to changing conditions.

Genetic Programming (GP) has been widely used to automatically synthe-
size mathematical expressions and programs tailored to complex objectives |7,
16, 17]. When the aggregation step in FL is viewed as a symbolic regression prob-
lem, i.e., discovering a function that best combines heterogeneous client updates,
GP becomes a natural candidate for obtaining adaptive, data-driven aggregation
rules, thereby overcoming the rigidity of fixed averaging schemes. Following this
idea, FedGP [18,19] has been proposed as a GP-based aggregation method in
which the server evolves the aggregation function itself, represented as a tree that
operates directly on client model parameters, selecting, reweighting, or discard-
ing them as needed. Such a mechanism is, by design, more suitable for adverse
and non-IID scenarios, where some client contributions may be unreliable.

To date, FedGP has proven to be superior to traditional aggregation meth-
ods in FL [20]. In this paper, we present a comparative study of FedGP against
three widely adopted federated aggregation methods: FedAVG, FedPROX |9,
10], and FedNOVA [25]. The comparison is carried out on two publicly available
image classification datasets, PathMNIST [29] and FashionMNIST [26], under
standard and adversarial conditions (i.e., including Gaussian noise, label flip-
ping, and sign flipping), within a centralized and synchronous FL architecture.
The results show that FedGP achieves the best overall performance and higher
robustness in all settings. Nevertheless, FedNOVA remains competitive in some
scenarios. FedAVG and FedPROX exhibit a higher sensitivity to corrupted or
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heterogeneous updates. These findings confirm that FL resilience-oriented ag-
gregation strategies are promising for real-world deployments.

The remainder of this paper is organized as follows. Section 2 reviews related
work on FL aggregation and adversarial scenarios. Section 3 details the ex-
perimental methodology, including datasets, adversarial settings, baselines, and
evaluation metrics. Section 4 reports and discusses the results obtained. Finally,
Section 5 summarizes the main contributions, limitations, and outlines future
research directions.

2 State of the Art

Since its introduction, FL has evolved from a privacy-preserving framework into
a mature distributed learning paradigm encompassing diverse communication
and optimization strategies [6, 14]. Beyond architectural variations—such as de-
centralized or hierarchical coordination [1] and asynchronous communication
protocols [28]—a fundamental distinction in FL research concerns the statisti-
cal nature of the clients’ data distributions. When data are independent and
identically distributed (IID), clients contribute samples drawn from the same
underlying distribution, and global convergence is typically stable. In contrast,
under non-IID conditions, clients exhibit heterogeneous data distributions that
differ in content, quantity, or both, leading to model divergence and biased global
updates [6]. Two common forms of statistical heterogeneity are label skew, where
clients possess disjoint or uneven class distributions, and quantity skew, where
the number of samples per client varies significantly. These sources of non-IID
settings make the aggregation phase particularly critical, as they amplify the
imbalance among client contributions and challenge the stability of the global
optimization process.

Consequently, the design of robust and adaptive aggregation mechanisms
has become a major research focus [21], with particular attention to methods
that can maintain stable convergence despite heterogeneous, noisy, or adversarial
client behavior.

2.1 Aggregation Methods

Model aggregation defines how client updates are combined in each round.
Among the numerous strategies proposed, three methods have gained particular
prominence for their simplicity, robustness, and theoretical grounding: FedAVG,
FedPROX, and FedNOVA.

FedAVG. Proposed by McMahan et al. [14], FedAVG represents the de facto
standard for FL aggregation. It computes the weighted or unweighted average
of client model weights, where the weights are proportional to the size of each
client’s dataset. Its simplicity, scalability, and widespread adoption have made
it the baseline for nearly all subsequent research. However, its performance de-
teriorates in non-IID settings, where client data distributions differ significantly,
leading to biased updates and slower convergence [10, 22].
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FedPROX. FedPROX [9, 10] extends FedAVG by introducing a proximal term
g (which reduces to FedAVG when g = 0) into the local objective function
to mitigate client drift. This regularization term anchors local updates toward
the global model, stabilizing training under heterogeneous data and unbalanced
participation. The algorithm preserves FedAVG’s lightweight implementation
while improving convergence in non-IID environments.

FedNOVA. FedNOVA [25] addresses the issue of objective inconsistency that
arises when clients perform different numbers of local optimization steps. It nor-
malizes each local update according to the number of local iterations, ensuring
that the aggregated gradient remains unbiased and that convergence is not dom-
inated by overactive clients. This approach is particularly effective in systems
characterized by strong heterogeneity in computation.

Together, these methods represent the main aggregation paradigms currently
adopted in FL: averaging (FedAVG), proximal regularization (FedPROX), and
normalization (FedNOVA). Despite their practical success, they all rely on static
aggregation rules, which may not adapt to dynamic or adversarial conditions.

2.2 GP for Adaptive Aggregation

To overcome the rigidity of fixed aggregation schemes, recent research has ex-
plored the use of evolutionary computation techniques to automatically design
adaptive aggregation functions. GP [7,16,17] is particularly suited for this pur-
pose, as it evolves symbolic expressions that optimize a given objective. In the
FL context, the aggregation step can be framed as a symbolic regression prob-
lem—discovering a function that best combines heterogeneous client updates.
This allows the aggregation mechanism to be learned rather than predefined,
adapting dynamically to data distributions, noise, and client reliability.

FedGP [19] represents an implementation of this principle: an evolutionary
aggregation method in which GP operates at the server level to evolve functional
expressions that combine the clients’ model parameters. By treating aggregation
as an optimization process rather than a fixed rule, FedGP has the potential to
enhance resilience and generalization in both standard and adverse scenarios.

2.3 Resilience in FL and Evolutionary Algorithms

Resilience has recently emerged as a key metric in evaluating FL systems [,
24]. Tt encompasses the model’s capacity to maintain stable performance despite
data heterogeneity, communication failures, or adversarial perturbations. Com-
mon adversarial scenarios [4, 11, 27] include the injection of Gaussian noise, label
flipping, or sign inversion, all of which can compromise the aggregation process
and degrade the global model. Assessing how different aggregation methods re-
act under such conditions provides insight into their robustness and practical
reliability. In our case, we are interested in comparing the resilience of FedGP
with other standard aggregators.
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In the context of Evolutionary Algorithms (EAs), resilience describes the
ability of the system to maintain functional performance under adverse condi-
tions, adapting to perturbations such as noise in the data, hardware or software
failures, malicious behavior, and dynamic changes in the optimization environ-
ment. It emerges as an intrinsic property of the population and adaptability that
characterize EAs [3]. Miller and Goldberg show how population-based selection
mechanisms can maintain stable performance even when the process is affected
by noise [15]. It underlines the ability of EAs to filter out inaccurate informa-
tion and converge towards promising regions of the solution space. Studies in
distributed environments have shown that EAs maintain excellent tolerance to
node losses and unpredictable variations in resource availability [13]. In partic-
ular, GP demonstrates a remarkable ability to continue evolutionary research
despite high failure rates or intermittent participation [8]. Cotta analyzes EA
behavior in the presence of Byzantine faults and intentionally manipulated fit-
ness evaluations [2]. He shows how management mechanisms based on redundant
evaluations and majority voting strategies can significantly mitigate the impact
of adverse evaluations and improve the quality of the solutions obtained.

3 Methodology

This section outlines the experimental design adopted to evaluate the resilience
of different aggregation strategies in FL. The workflow comprises five stages: (i)
definition of adversarial scenarios, (ii) dataset(s) preparation, (iii) configuration
of FL algorithms, (iv) experimental execution, and (v) evaluation and statistical
analysis. All methods are tested under identical conditions to ensure fairness and
reproducibility.

Adwversarial Scenarios. To assess model robustness under heterogeneous and
noisy environments, four distinct experimental conditions are considered: (i) a
baseline scenario without attacks, (i) Gaussian Noise, (i) Label Flip, and (iv)
Sign Flip. These scenarios represent increasingly adverse conditions that allow
for the evaluation of each algorithm’s stability and adaptability to client-level
perturbations. The baseline test serves as a reference point for all subsequent
comparisons.

3.1 FL Workflow

After introducing the general principles of FL, it is useful to briefly discuss how
it works overall in order to clarify the operational context of this study. Figure 1
summarizes the typical workflow of the process, starting with the distribution of
an initial model by the central server. Each client then performs local training on
its own data. The updated models are then sent to the server, which combines
them through an aggregation phase to obtain an updated global model. This
model is then redistributed to the customers, and the cycle repeats itself.
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Our work focuses precisely on this aggregation phase, exploring how the
different strategies adopted in this step can influence the performance and ro-
bustness of the final model.

Client 1 Client 2 Clie_nt 3

Aggregation Phase

W_x 1 W_x 2 W_x_n

- N (—> Local Model Propagation - - % Global Model Propagation () Local Model Training)
Aggregation
Server

Fig. 1: FL Workflow

3.2 Dataset Selection and Characteristics

Two image-classification datasets with different levels of complexity and class dis-
tributions were used: PathMNIST and Fashion MNIST. Both are well-established
benchmarks for evaluating FL models under non-IID settings, as they allow the
introduction of label and quantity skew among clients.

PathMNIST consists of 107,180 RGB histopathology images (28x28 pixels)
derived from colorectal tissue slides (See Figure 2a) [29]. The dataset includes
nine classes representing distinct tissue types and structures (e.g., adipose tissue,
smooth muscle, mucus, adenocarcinoma epithelium, etc.). It exhibits a strong
class imbalance, making it suitable to test aggregation robustness in complex
multi-class scenarios.

FashionMNIST is a grayscale dataset comprising 70,000 images (28 x28 pix-
els) distributed across ten clothing categories (See Figure 2b) [26]. Although
simpler than PathMNIST, it maintains sufficient variability to test resilience in
lightweight yet still non-IID federated settings.

The combination of PathMNIST and FashionMNIST enables evaluation un-
der both complex medical-like and standard computer-vision conditions, reflect-
ing the contrasting challenges encountered in real-world FL environments.

Non-IID Data Partitioning To emulate realistic federated conditions, we
adopted a shard-based non-IID partitioning strategy. For each dataset, samples
were first grouped by class, and the indices of every class were randomly shuffled
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(a) Sample images from the (b) Sample images from the
PathMNIST dataset (28x28 RGB FashionMNIST dataset (28x28
histopathology tiles). grayscale clothing items).

Fig.2: Example samples from the two datasets used in this study, illustrating
differences in visual complexity and domain characteristics.

and split into 3 x N shards, where N = 10 is the number of clients. All resulting
shards were then randomly permuted and distributed to the participants. A fixed
fraction of shards was first assigned to the server according to the chosen, while
the remaining shards were allocated to the clients in a non-uniform way using
a Dirichlet distribution. The degree of heterogeneity was controlled through an
imbalance rate parameter, set to 0.8 in all experiments. In the implementation,
this value is mapped to a Dirichlet concentration parameter « =1 — 0.8 = 0.2,
which generates highly skewed allocations, resulting in some clients receiving
many shards (and therefore more samples from a few classes) while others re-
ceive only a small portion of the data. This mechanism simultaneously induces
label skew (where clients observe only part of the classes) and quantity skew
(where clients hold different amounts of data), closely matching non-IID feder-
ated scenarios. To avoid potential biases arising from a fixed data distribution,
the non-IID partitioning process was repeated at the beginning of each experi-
mental run using different random seeds. This ensures that every repetition of
the experiment involves a distinct allocation of data across clients, allowing sta-
tistical variability to capture the effects of both model stochasticity and data
heterogeneity.

3.3 Machine Learning Model

The adopted model is a feed-forward convolutional neural network (CNN). The
architecture consists of five convolutional blocks followed by a fully connected
classifier.

The first five layers (from layer 1 to layer 5) perform 2D convolutions, batch
normalization, and ReLU activation; layers 2 and 5 also include Max Pooling
operations to reduce the size of intermediate images and make the extracted
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features more robust. As we move through the convolutional blocks, the number
of filters increases (from 16 to 64). In this way, the network can progressively
recognize more complex patterns, enabling it to learn increasingly sophisticated
representations.

The final part of the network, the classifier, consists of three fully connected
layers. The first two models use 128 neurons and ReLU activation functions,
while the last one produces the final output, i.e., the probabilities of belonging
to each class.

3.4 Federated Configuration and Training Parameters

All FL experiments adopt a centralized and synchronous architecture with 10
clients. Each client performed local training on its private data partition, and
the server aggregated the resulting model updates at regular intervals. Specifi-
cally, aggregation was triggered every three local epochs, corresponding to five
aggregation rounds per complete local training cycle of 15 epochs.

To ensure fair and reproducible comparisons, all aggregation algorithms shared

the same global hyperparameter configuration. The batch size was fixed at 128,
while the learning rate (LR) was systematically varied within a predefined val-
ues (0.0005, 0.0007, 0.002, 0.001, 0.003, 0.005, 0.01) to evaluate the sensitivity
of each method under consistent conditions.
Physical configuration. Experiments were executed on a dedicated server run-
ning Ubuntu 20.04.6, equipped with two Intel® Xeon®) Silver 4310 processors,
512 GB of RAM, and four NVIDIA A100 PCle GPUs (40 GB memory each),
using CUDA 12.4 and Python 3.11.10. The GP algorithm was executed on the
CPU, while training, validation, and evaluation of FL models were performed
on the GPU. To emulate the federated setup, client processes were executed
in isolation on the same physical machine, ensuring a controlled yet realistic
simulation of distributed training. All configurations were repeated 10 times to
ensure statistical reliability and to account for stochastic variations introduced
by both GP evolution and model initialization.

FedGP Configuration. FedGP evolves aggregation functions represented as
symbolic expressions encoded in GP trees. The terminal set T' (Equation 1)
corresponds to the tensors received from the participating clients.

T = {CLIENT,, CLIENT,, ..., CLIENT,} . (1)

The function set F' (Equation 2) includes protected arithmetic and aggregation
primitives implemented with PyTorch tensor operations:

torch.sum, torch.sub, torch.mul,
F = < torch_protected div, torch _mean, (2)
torch median, torch.abs, torch protected sqrt

Each individual in the population is a candidate aggregation applied to client
updates. It is evaluated based on the validation accuracy of the resulting global
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model. Evaluation uses a fixed validation subset that includes data from all
classes. This ensures fair comparison across individuals. The evolutionary pro-
cess was configured with 10 generations for each round of FL aggregation. The
population is 50 individuals, elitism set to 1, a mutation rate of 0.4, a crossover
rate of 0.6, and a tree depth limited between 1 and 5 levels to balance model
expressiveness and generalization.

3.5 Hypothesis and Comparative Baselines

The core hypothesis driving this study is that FedGP offers higher resilience than
conventional aggregation methods due to its ability to dynamically adapt aggre-
gation functions and modulate the contribution of unreliable clients. This adapt-
ability should enable the model to maintain stable performance under noise, label
corruption, or parameter inversion, compared to the benchmarks used.

3.6 Evaluation and Statistical Analysis

Performance evaluation primarily relies on classification accuracy. To assess
whether observed differences among aggregation methods are statistically signifi-
cant, we employ non-parametric tests suitable for comparing multiple algorithms
across repeated experiments. First, the Friedman chi-square test is used to de-
tect global performance differences across methods. When the null hypothesis
of equal performance is rejected, pairwise comparisons are conducted using the
Nemenyi post-hoc test to identify significant differences between specific pairs of
algorithms. Additionally, Wilcoxon signed-rank tests with Bonferroni correction
are applied as complementary pairwise analyses. All tests adopt a significance
level of o = 0.05. Normality and variance homogeneity are preliminarily verified
using Shapiro-Wilk and Levene’s tests.

4 Results

Under standard conditions, without attacks or noise, the differences between the
methods mainly reflect their ability to adapt to non-iid scenarios. On PathM-
NIST (Figure 3a), FedGP consistently ranks among the best-performing solu-
tions, with average accuracy values higher than FedAvg and FedProx and signifi-
cantly lower variability than FedNova, which, despite occasionally achieving good
results, shows marked fluctuations between repetitions. The results are summa-
rized in the Table 1. The Friedman test confirms the presence of significant
overall differences (x? = 9.00, p < 0.05), with FedGP showing the best average
rank and significant differences compared to FedProx (Wilcoxon p ~ 0.002). In
contrast, FedGP’s performance is statistically comparable to that of FedNova
(p = 0.23), albeit with greater stability. On FashionMNIST (Figure 3b), the
differences are amplified: FedGP maintains higher and more consistent perfor-
mance than all traditional averaging strategies, with significant superiority over
FedAvg and FedProx (p < 0.01) and only marginal superiority over FedNova
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Table 1: Statistical comparison across all scenarios. The Friedman test results

are shown in x? and pp. Columns FedAvg, FedProz, and FedNova report the

Wilcoxon p-values comparing FedGP to each baseline method. Best Rank (col-

umn BR) indicates the lowest average rank in the Friedman analysis.

Dataset Scenario X2 pr  FedAvg FedProx FedNova BR

FashionMNIST Baseline 16.560 0.00087 0.00195 0.00195 0.04883 FedGP
Gaussian noise (1) 26.040 0.00001 0.00195 0.00195 0.00391 FedGP
Gaussian noise (3) 18.600 0.00033 0.00195 0.00195 0.00391 FedGP

Label flip (1) 15.600 0.00137 0.00195 0.00195 0.01953 FedGP
Label flip (3) 13.800 0.00319 0.00391 0.00195 0.10547 FedGP
Sign flip (1) 25.080 0.00001 0.00195 0.00195 0.04883 FedGP
Sign flip (3) 27.231 0.00001 0.00195 0.00195 0.00195 FedGP
PathMNIST  Baseline 9.000 0.02929 0.04883 0.00195 0.23242 FedGP

Gaussian noise (1) 23.538 0.00003 0.00195 0.00195 0.00195 FedGP
Gaussian noise (3) 30.000 0.00000 0.00195 0.00195 0.00195 FedGP

Label flip (1) 21.360 0.00009 0.00195 0.00195 0.00195 FedGP
Label flip (3) 17.760 0.00049 0.00195 0.00195 0.01367 FedGP
Sign flip (1) 20.040 0.00017 0.00195 0.00195 0.03711 FedGP
Sign flip (3) 18.840 0.00030 0.00195 0.00195 0.00391 FedGP

(p = 0.049). In this scenario, the evolutionary aggregation function is particu-
larly effective in managing data heterogeneity, showing a significant advantage
in terms of average accuracy and consistency between repetitions. Overall, even
in the absence of adverse conditions, FedGP stands out for its ability to produce
a more stable and consistent aggregation that is less sensitive to the non-iid
nature of local distributions.

2 3 a H 2 3 a 5
Round Round

(a) PathMNIST (b) FashionMNIST

Fig. 3: Baseline comparison under normal conditions

The behavior of the methods changes radically when perturbations are intro-
duced. The injection of Gaussian noise (Figures 4, 5) causes an almost complete
collapse of FedAvg and FedProx, which approach random classification values
even with a single noisy client, and a significant degradation of FedNova, which
maintains only marginally superior performance. In contrast, FedGP maintains
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nearly unchanged accuracy levels compared to the baseline, both on PathMNIST
and FashionMNIST, and shows no regressive trend as the number of malicious
clients increases. The differences observed are supported by highly significant
tests (PathMNIST: x? = 23.54-30.00, p < 0.001; FashionMNIST: x? = 18.60—
26.04, p < 0.001), with FedGP consistently maintaining the lowest average rank
and statistically confirmed differences compared to all other strategies (Wilcoxon
p < 0.005). This behavior suggests that the aggregation function obtained from
the evolutionary process effectively filters out distorted updates without penal-
izing the contribution of correct clients.

2 3 4 5 2 3 a 5
Round Round

(a) PathMNIST (b) FashionMNIST

Fig. 4: Comparison using Gaussian noise using a malicious client.

(a) PathMNIST (b) FashionMNIST

Fig. 5: Comparison using Gaussian noise through 3 malicious clients.

A similar trend can be observed in the Label Flip experiments (Figures 6,
7), where semantic corruption of labels progressively penalizes classical averages.
FedAvg and FedProx show significant degradation as the number of corrupted
clients increases, while FedNova, although partially resistant with a few mali-
cious clients, shows a substantial reduction in stability. FedGP, on the other
hand, maintains values close to the baseline even in the presence of 3 clients
with inverted labels. Friedman’s tests confirm significant differences in all cases
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(PathMNIST: x? = 21.36 and 17.76; FashionMNIST: x? = 15.60 and 13.80; all
p < 0.005), and post-hoc comparisons indicate FedGP as systematically superior
to traditional averages (p < 0.01).

2 3 a s 2 3 a H
Round Round

(a) PathMNIST (b) FashionMNIST

Fig. 6: Comparison with label flip and a malicious client.

aaaaaaaa

(a) PathMNIST (b) FashionMNIST

Fig. 7: Comparison with label flip and 3 malicious clients.

The difference becomes even more evident in the case of Sign Flip (Figures 8,
9), which represents the most destructive attack. Here, FedAvg and FedProx
collapse completely with just one malicious client, and FedNova quickly loses
its ability to converge as the share of inverted updates grows. Yet, FedGP is
not affected, with high and stable performance regardless of the percentage of
corrupted clients. Statistical tests confirm very significant overall differences in
both datasets (x? ~ 20-27, p < 0.001) and pairwise differences consistently in
favor of FedGP (Wilcoxon p < 0.005). This result confirms that evolutionary
aggregation not only dampens noise but also discriminates between coherent
and adverse signals, while maintaining the balance of the global update intact.

The graphs and statistical tests consistently confirm the superiority of FedGP
in almost all scenarios. The observed differences are not attributable to ran-
dom variations but rather reflect a structural advantage in the ability to adapt
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(a) PathMNIST (b) FashionMNIST

Fig.8: Sign Flip, 1 client malicious

_______________

2 3 a H 2 3 a 5

(a) PathMNIST (b) FashionMNIST

Fig.9: Sign Flip, 3 client malicious

and manage unreliable contributions, experimentally validating the hypothesis
of greater resilience and stability of FedGP. The joint analysis of the different
scenarios highlights two central aspects. On the one hand, cross-sectional ro-
bustness: FedGP maintains high and consistent performance on both datasets,
regardless of the nature and intensity of the perturbations. On the other hand,
stability with respect to the increase in malicious clients: while classical aver-
aging strategies exhibit a degradation almost proportional to the presence of
corrupt participants, Fed GP maintains a regular and nearly unchanged trend,
a sign of its intrinsic ability to isolate and compensate for anomalous updates
without compromising global convergence.

Another aspect considered concerns the execution times of the different meth-
ods (Table 2). As expected, FedGP is significantly more computationally ex-
pensive, with average times about an order of magnitude higher than those of
conventional strategies. This gap represents the primary limitation of the evolu-
tionary approach, stemming from the design of EAs and the computational cost
of the fitness function used to evaluate each individual in the population. How-
ever, this cost does not constitute an operational obstacle: the evolution of the
aggregation functions occurs on the central server and does not require blocking
client activities. Furthermore, aggregation is performed only at defined intervals
(e.g., weekly or monthly), further reducing the overall impact on training time.
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Overall, the results highlight a clear trade-off between computational cost
and robustness. Although FedGP requires higher server-side resources, its sta-
bility and adaptability are unattainable by conventional aggregation strategies,
confirming its potential as a foundation for resilient and adaptive FL systems.

Table 2: Average times by aggregation method.

(a) pathmnist (b) fashionmnist
Method Mean (s) Std (s) Method Mean (s) Std (s)
FedNova 299.45 8.00 FedAVG  173.50  3.39
FedAVG  304.74 4.85 FedNova  174.00  3.60
FedProx  368.33 4.38 FedProx  216.39  2.47
FedGP  4224.79 307.81 FedGP 5028.75 252.09

5 Conclusions

This paper compares FedGP and other standard FL aggregation methods in
the context of resilience to adverse situations. The results provide evidence of
FedGP’s ability to maintain high accuracy and stability in both standard and
adversarial settings. Unlike traditional aggregation strategies, FedGP’s perfor-
mance confirms its intrinsic resilience and adaptability. Even if the proportion
of corrupted participants increases, FedGP maintains convergence and accuracy
close to the baseline, highlighting its ability to isolate unreliable updates and
preserve the integrity of the global model.

The primary limitation of FedGP is its computational cost. The evolutionary
process required to identify optimal aggregation functions entails a significantly
higher server-side workload compared to conventional methods. However, this
overhead remains manageable, as the evolution step is executed centrally and
intermittently, without disrupting client operations. The observed trade-off be-
tween computational effort and robustness suggests that the added complexity
is a reasonable price for achieving enhanced resilience.

Future work will focus on improving the efficiency and scalability of FedGP.
In particular, optimizing the evolutionary search through adaptive or parallel
strategies and utilizing transfer learning mechanisms to reuse evolved aggrega-
tion functions across aggregation rounds, thereby reducing convergence time.
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