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ABSTRACT

Interoperability has the potential to improve cprecesses and decrease costs of the healthcaeensy$te advent of
enterprise ICT solutions to replace costly and eprone paper-based records did not fully convineetitioners, and
many still prefer traditional methods for their giiity and relative security. In this context, tMediCoordination
research project proposes a Service-Oriented Axctoite, combining a totally decentralized storagrepftient records
and a federated metadata infrastructure allowingnasgic descriptions of medical documents. Whileingka
complementary approach to Integrating the Health&arterprise (IHE) IT Profiles, among which IHE XD8e were
able to design an enterprise-level architectureedbas the recommendations of the recent Swiss #Hstahtegy on
architecture components and standards. The Medlewion Healthcare Infrastructure presented is fa@per provides
enough scalability to fit the fragmented naturetttd Swiss healthcare industry. The component-basddre of its
architecture enables a good separation of roleseest storage and resource description, while emabbéusability in
other projects. A prototype is implemented and oggdl; and while partially incomplete, it alreadypyides encouraging
results in terms of security, scalability and efficy. Experimental results highlight document ager and retrieval times
in the range of milliseconds.
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1. INTRODUCTION

Interoperability in data exchange has the potetdidnprove the care processes and decrease ddbes o
healthcare system. To tackle the high potentidhefdomain of medical interoperability but alsopesd to
potential risks of data abuse, strategies for titeroperability exist in many countries [1, 2] aaldo on a
European level [3].

In 2006, theSwiss Federal Council began elaborating a new strategy concerning thgeusf Information
and Communication Technologies (ICiF) the context of the Swiss e-Health [4]. It alsghlighted the
importance of the information technologies in cyadministration (e-Gov). The new strategy interaltake
Swiss e-Health towards an improvement of efficienquality and security while also improving the
productivity.

The new e-Health strategy is intended to guara8teiss people the access to a health system, which i
efficient, secure and cost-effective. The stratemyst: influence favorably the costs; improve thenpetence
of the population, which is now responsible forntedical data; reinforce the quality and securitthe care
services with a between knowledge management.

The new strategy tries to normalize the processdsstandardize them. Cost reduction and efficiency
improvement are possible by using electronic infeedures, which also reduce errors and costly
administrative tasks. The end goal of the stratedy place the patient in the center of the health system,

i.e give the patient the full control of his data.
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Figurel. Swisse-Health strategy

The modules composing the new Swiss e-Health giyat#lustrated in Figure 1 are about patient
management (empower them with rights to their ovatal] decentralized document storage, registry,
insurance cards, identification and administratidhis paper presents the architecture developedhtor
modules in reddecentralized registry anddecentralized document storage.

Medicoordination is a research project taking a ple@mentary approach to the IHE Profile IT
specifications [5]. It describes an enterprisedl&arvice-Oriented Architecture (SOA), which candbared
by different medical actors running different ITpdipnces, in order to make them interoperate. Tdjeative
of this project is to design a totally decentraliztorage for Patient Electronic Health RecordsHRE The
Medicoordination project provides a federated matadnfrastructure allowing semantic descriptioris o
medical documents and a document-centric storatfewsrsioning capabilities.

This paper provides an overview into an architecfor a federated metadata and storage Web plagtform
called Medicoordination Healthcare InfrastructuddH(). It primarily aims at making possible the
cooperation and interoperation of heterogeneousrnmtion systems in simple exchange scenarios. Its
design is application agnostic, however, the endl gof this description is geared towards medical
integration. This document describes the base qiscdriving the architecture decisions as well as
limitations and descriptions of the underlying misde

A template is a set of styles and page layoutrggttithat determine the appearance of a documeist. Th
template matches the printer settings that willused in the proceeding and the CD-Rom. Use of the
template is mandatory.

Clearly explain the nature of the problem, previaugsk, purpose, and contribution of the paper.

2. METHODS

The first MHI Architecture Specification (MHIAS),hewn in this paper, describes a distributed and
component-based system for managing patient reagsithgy semantic descriptions of medical documents.
Documents belonging to an electronic health re¢&tdR) are henceforth calledagments. In this paper,
we will first outline the global objectives of thefrastructure, show the models behind the compisnend
provide hints for their implementation. This areliiure focuses on modularity, interoperability aed
usability. It does not aim to provide a proper ierpkntation, despite the fact that some modules bega
implemented in this context, but a starting poartd concrete system.



A list of primary constraints was first elaboratag a bootstrapping process to give a clear dimectio
project. First, in Switzerland, were data and priv@rotection has always been considered as ealenti
institutions and patients are empowered the redipitisof their own data distribution) ; they might be able
to access other repositories containing part of teta ¢ompatibility) ; since documents may not be in a
format accepted by all systems, their transfornmaiito other formats must be feasible, when possibl
(interoperability) ; information should not be accessed by unautkdrpartiesguthentication) ; information
should not be accessible to all care professioresept in case of an emergen@uthiorization &
protection) and finally, all systems should be independenhefunderlying hardwaréndependence).

Our approach consisted in a preliminary survey aistidg standards and storage formats. It was
necessary to acknowledge potential fragment fornmaterder to tackle the requirements for the metada
The existence of structured formats such as CEN3BN8 [6], also known as EHRcom and HL7 CDA [7]
would be a good starting point for extracting amdcpssing information about the documents and cetapl
metadata descriptions. For simplicity and time-t@sts, the first specification focused only oagment
properties, instead of its contents. Metadata withis architecture specification describes filegperties
like dates, issuer, intended recipients and sunzingrinformation, as fragment types and documemhéa.

No clear semantization is achieved and no inferenpatterns are used.

During requirements analysis phase, several idesags discussed about whether to make the platform
distributed or centralized. Switzerland is a fragineountry composed of regions (also calbedtons). The
same goes for its healthcare system. It is alsgnfeanted. Decisions are mostly taken at the regitavall
(cantonal authority), although some coordinatioucttires exist (like eHealthSuisse for instancejhat
federal (country) level. In this context, a fedemtdistributed architecture was foreseen. The aihge of
such design was that data would preserve its lyc@data is kept where it is created). For storafj¢he
documents, a free form solution was selected. Thi@ge was designed to be accesses as a web msourc
(addressed by an URL), with its credentials andisgcmanaged by the Medicoordination platform.

Subsystems were modeled and designed as indepearalapbnents, but attention has been paid to their
interconnections with other systems. Five modelsua metadata, storage, coordination, security and
identity services have been specified and will aeerl discussed in this paper. Each model highlidghte
specific challenges and requirements. They alswiged some guidelines and starting points for acoete
system designs.

Models were at the base of a concrete specificada designed a SOA architecture composed of
services layers (subsystems), which were spedifaad their respective models. The result was amahohy
or services coordinated by a single authority. $siesns are, from the bottom-umetadata and storage
service layers, known as Metadata Service LayerL(M&d Storage Service Layer (StoSL), providing
registry and repository servicasientity services, giving support for identitieg,oles and authentication
(security); and thecoordination layer, also known as the Medicoordination Seriegrer (MediSL),
providing to glue to tie systems together. MediSlaithin web client management platform, which thas
role of federating the composing systems and pmogich unified vision. Figure 1 summarizes the the
different services.

Concrete implementations were done on some pattsedrchitecture. A distributed metadata regibaged

on a semantic federated RDF stores was implemeatetl deployed. The storage service layer was
implemented in the context of a bachelor projedt 48 the University of Applied Sciences Western
Switzerland (HES-SO // Valais). Unfortunately, nancrete implementation was yet been done for Identi
Services. When the project originally started, nreaents or standards for managing identities vséhdeft

to specify by the Swiss Confederation.

3.RESULTS

The following section provides an insight into tki&ferent sub-systems of the Medicoordination
infrastructure. Each sub-section gives some detailheir respective models and specification.

The MHI is a distributed and component-based sysfemmanaging patient records using semantic
descriptions of composing fragments. Each systeposes its functionality through a well defined web-
service interface and is coordinated with the othdrsystems by the MediSL. Security is applied glglon
all levels and credentials provided for a subsysaeervalid for the others.
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Figure 2. The M edicoordination Healthcare Infrastructure (MHI) Architecture

3.1. Describing documents with semantic metadata

Fragments are not independent documents structaraddirectory. They are related or linked to other
fragments in order to form asectronic record (ER). Furthermore, they are associated to specific sscce
rights, which are the set of authorizations of &gmh or care professional concerning its contEragments
are associated to both a patient, known as thesubj care and a medical professional, known asitlhor
of the document. Fragment metadata representwdgstannotating the fragments to which they relBbese
annotations are stored independently from the dectsn in a registrysummarized in Figure 1 as the
Metadata Service Layer. The minimal requirementstifis system are the ability tguery, store and
process the metadata.

The specification of theMetadata Service Layer had to comply with constraints linked to the
heterogeneous and complex nature of medical irttereccand Swiss political concerns. Centralizedatiata
storage was not well adapted in this context. Fitstvould require a central authority for managiting
servers, which is not a good idea in a state witagmented authority (canton). Furthermore, aredined
system is much more vulnerable to attacks, evengihadt is simpler to administrate. Finally, withlarge
number of connections and billions of entries, @wd become a bottle neck. It was thus preferable t
empower each institution with the management obvie data and link the independent nodes togeither,
distributed pattern: a federation of metadata nodes

The metadata system needed to comply with threa reguirements. First, the metadata repositorythad
be accessible by systems, which belong to the sarteentication domain (see section on authentichtio
Furthermore, each node had to carry the respoitgilbil managing its local metadata resources. Binal
there are cases were a patient needs to be tieade@gion different from its residence regionr Egample,
if a patient from Fribourg goes skiing in Valaisdabreaks a leg, care will be probably handled gy th
Hospital of Sion (Valais). Some data associatetibvélkept in Valais, and the other in Fribourgwts thus
necessary to specify a way to access resourcegeimsiother domain, by establishing inter-domaisttru
relationships.

As previously said, a metadata is just an exteffideedttribute. Each property can be described hmary
relationship between a subject (the fragment) amspexcific value, linked together by a predicatee (th
attribute). In most cases, relationships in thiggut limit to: the fragment has a size of 500Kt fragment



has an author named Peter, and so on. ResourcefescFramework (RDF) [9] was a natural choice fo
their representation.

RDF is a graph model describing relationships betwsubjects and objects. It is not strictly tiedte
XML, but it is often chosen as a natural repred@ntal language. RDF can be syntactically and seicelly
structured by ontologies. Ontologies provide a faliem describing the classes and objects in a sktta
They use RDF as an underlying description langu@geantic descriptions and datasets are oftendsiiore
special database, called RDF Store. These datalases support for rule-based inferencing and allow
creating new entries from the existing ones. Fetaince, if X is brother of Y, and Y is brother gftden the
RDF Store combined to an inference engine is abtietuce that X is also a brother of Z.

There exist a number of popular RDF databases,nals®d RDF stores. Sesdimdulgar& and Jenhare
open source options. AllegroGrapk a commercial RDF store, which supports seveddtin features, like
reasoners and support for federated databasethosié RDF stores however do not fulfill all requients
for our metadata system. Especially, none of theplément a distributed (federated) store. With ML
implementation, we opted out for federated RDFestiased on WSDIR [10] for the network construction.

Medicoordination is intended to be area agnostitianndependent of any particular application dioma
However, in the context of the first specificatianminimal set of attributes applied to the medaanain
was created and listed in Table 1.

Table 1. Minimal Attribute Set

Attribute Type Multiplicity Description

fragment_ood Uri 1 Unique file identifier

patient_id Identifier 1 Patient’s social securitynmber
professional_id Identifier 1 Care professional slosggurity num
doc_type Enumeration 1 Document type (exit let&s,..)
doc_format Enumeration 1 Document format (HL7 CD#&, €)
doc_emission_date Date 1 Date of the submission
doc_update_date Date 1 Date of the last modifinatio
role_read_id Identifier N Identifier of the rolehigh can read
role_write_id Identifier N Identifier of the roleyhich can write
storage_node Uri 1 Node where the document isdtore

The MSL provides a simple interface for readingiting, deleting and querying entries. Internallyijsi
composed of a query processor and a metadata porces

The query processor specifies all mechanisms agatitims for searching data inside a federation of
nodes. It provides the model for forwarding thergpgeto other nodes, as well to aggregate theteeatibach
level. A metadata processor specifies how to hatielemetadata, how to store it and how to makasitef
for retrieval.

3.2. Storing and linking fragmentsin a medical record

The fragment repository has to assume the roléooihg, linking and maintaining a medical historfytioe
patients. The set of document is structured inlact®nic record. The interface of the service wpscified
to be as simple as possible. It had to provide mimn capabilities for submitting and retrieving downts.

It also has been specified to provide mechanismdrémsforming documents into other formats, wherea
applicable. This capability makes it interoperabith other medical ICT systems, which rely on sfie@nd
not always standard formats.

The storage system way made loosely coupled tongtadata service. It is able to work independently
and is fully reusable. Contrary to the metadataesp@hich are stored locally, the specificationsdoet put
any constraint on the location schema of the storamles. They just need to be accessible as webrces
through an URL and support the same security mesiman

1 OpenRDF.org, http://www.openrdf.org/about.jsp

2 Mulgara Semantic Store, http://www.mulgara.org

3 Jena Semantic Web Framework, http://jena.sourgefaret

4 AllegroGraph RDFStore (TM), http://agraph.franz.caltegrograph/



The architecture specification doesn't make anyumggion concerning the physical nature of the
underlying storage mechanisms. It is abstracthéngense that it presents a uniform interface ¢outers,
independently of the storage solution beneatts ftossible to use physical partitions on a hardedorr link
the storage system to a web repository. Howeveha#t to provide support for versioning and name
transformation.

Versioning allows the system to track the timehamges in the fragments and thus provide means of
reconstituting the patient history. No assumpti@swnade concerning the choice of the versioninigvaoé.
Name transformation is a mechanism that assocat@srticular identifier with a physical file name.
Fragments are identified by an URI, which is knolnthe MSL and the StoSL. However, the medium
where they are stored may not provide the samentagonvention. It is necessary to implement a Aloba
Mapping Table (sort of hash table), which makesdnslation between the URI identifying the fraginand
its physical name.

The storage system was designed to organize tgenéats inside a single patient record. However, no
assumption was made on the structure of folder thieir nhaming conventions. It is possible to store
fragments inside a complex folder structure ordash database, as for Apache Jackrabb#ta pertaining
to a patient may be spread among different repis#tolt is the responsibility of the MediSL sewito find
resources (through metadata queries) and presamtdhk if they were stored in the same location.

One of the greatest advantages of the Medicooidimatiealthcare Infrastructure is allowing content
negotiation and transformation. It is possiblertmslate between formats when retrieving documeéiigsire
3 below illustrates this mechanism. A query proqasEesses requests to the service. Once thes fitaund
and retrieved, is it sent to the transformationepie if requested. However, all transformations aot
possible. For example, it is possible to transffmam a CEN EN13606 document to a HL7 CDA, but et t
contrary. The specification does give some hintceoning these transformations. It is possible ® XiSL
Style Sheets [11] to transform between structucethéits based on XML. For images, it is also possibl
convert between formats. However, for DICOM imagés,s more complicated, because structure
information may be embedded within the document.
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Figure 3. Storage service layer overview

3.3. Authenticating and authorizing professionals and patients

5 Apache Jackrabbit, http://jackrabbit.apache.org/



The security model of the specification was desilgtteaccount for the distributed nature of the @cbj
and for the probable technologies it might put e.uSecurity encompasses communication channel
protection, message level encryption and signaturésr-domain credentials validation, roles, idles,
authentication and authorization. All componentshaf system are secured and imply at least a twel-le
security.

The Swiss Confederation is very protective in nmatteat concern information diffusion. Switzerlgmats
real efforts towards laws, which protect the ciig@nd their private life [12]. Each patient isegi the full
responsibility for his own data and are be empoddoeaccept or deny the diffusion of private metica
information of his/her concern to medical st&@fly the patient can decide with whom to give fragmerfts
the full record. This reality brings another layefr difficulty, because of the additional management
structures it implies.

Security in the MHI essentially consists in prowiglimeans to authenticate users in the system,nassig
them to a role with access rights, manage exchabgggeen institutions in different domains, anddian
security of the medium and authorization.

Authentication in the MHI is token-based. Autheatar servers are responsible for validating cradknt
and issue security tokens used for future trams@astiincluding validating tokens coming from diat
domains. The Medicoordination Architecture Speatliicn does not constraint the usage of a particular
solution, but the Swiss e-Health strategy consideisg SAML Tokens [13]. Trust is ensured by tokeiith
specific domain rights. Authenticators are als@ossible for validating foreign tokens and accéyatnt if
coming from trusted domains. For example, a piadtfr in Geneva could gain a temporary access to
resources in Zirich (case of emergency for exampledy are responsible to link principals to rokesd are
thus considered as part of the role servers.

Roles in the MHI aggregate identities under a sinidéntity sharing the same rights. The granulasfty
the roles depends on the context, but they carudecleither entire organizations or single individua
Information about patients and professionals isestdn so-called Patient and Professional IndexeSto
These stores contain basic information about umedsoften consist in LDAPendpoints. Both patients and
medical professionals are assigned to roles. Homwepatients may only access to they own data, while
professionals might obtain read/write rights irfetiént patient records.

Securing data channels is essential to prevenisdemgping. Communication channels must be encrypted
in order to ensureonfidentiality, protection andintegrity over the Internet. Although the MHIAS does not
force the use of a particular solution, SSL/TLS megresent a good choice. The problem, howevehais
SSL/TLS applies security to the communication clehrend-to-end until the session layers. It does not
prevent message modification and forging betweenagplication and session layer of the OSI Moédel
order to protect the SOAP messages, it is necessarymplement SSL/TLS with message-level protectio
technologies, such as Web Services Security (WS8¢c[14] and XML signatures [15]. WS-Trust [16]
and WS-Federation [17] are particularly useful he tcontext of federated domains using different
authentication methods.

In Switzerland, patients are responsible for thenag@ment their medical data. They are empowered the
rights to refuse the diffusion of their personaladi® a particular medical professional. Authoiizaiconsists
in ensuring that data is not accessed (read oewby unauthorized parties. In the current spesifin,
authorization is done using Access Control ListC(A%) stored as metadata in the MSL. Doing so was
necessary to prevent problems when migrating fragsnffom a server to another, which would require
rights migration.

3.4. Federating systems and presentation

The role Medicoordination Service Layer is to federthe resources and present a mashed-up vision of
the results to the user. In this sense, it is cargmf a thin web presentation layer and seve@idiwation
modules for communicating with the role server,o®fries and registries. It is responsible forspraing
the uniform vision of the electronic record, whetlimgments are stored in different servers or e
coordination modules are responsible for the coatithn of the metadata and the storage services.

6 Lightweight Directory Access Protocol
7 Open System Interconnection Reference Model, Fetpwikipedia.org/wiki/OSI_model
8 http://blogs.msdn.com/brian_dewey/archive/20040/60902.aspx



The long-term objective we started to tackle witte tfirst specification, was the design of a full
management platform for electronic health recorith @wn advanced semantic search engine. However, in
this version of the design specification, the seanegine was only designed to query fragments riregch
certain criteria. However, the detail in the metadalows for relatively advanced searches.

3.5. The MSL implementation

An implementation of the Metadata Service Layeisexiand has already been published. It focuses on
federated RDF store based on WSDIR[18] and®Jena

3.6. The StoSL implementation

An implementation of the Storage Service Layer wesle in the context of a bachelor student project i
20009. It is based on Apache Jackrabbit. It is caanplwith the MHI specifications about data proimact
accessibility and data versioning. The coordinatibthe MSL and the StoSL remains yet to be made.

4. DISCUSSION

The Medicoordination Health Infrastructure is irded to bridge to gap between heterogeneous
institutions. We wanted to design a system whiclsimaple, interoperable and not tied to a particular
technology. The Swiss Confederation recommendati@verely constrained our choices, because of the
security level and data-loss prevention constrainitsposed.

Our architecture is important, because it can legl uis situations when classic interoperability ol
do not work. Even if we did not go into deeps inmpémtation details, the Medicoordination Healthcare
Infrastructure may represent a solid starting paintan enterprise-level implementation of a senganti
electronic record. The independence of its compsnerakes it scalable. The security components ihestr
in this paper make the architecture compliant wéiduirements of the Swiss Confederation [19] arith tie
security and protection standards [20] of the neddicdustry.

In the next specifications, we are planning to iower the existing specification base and propose a
semantic search engine providing concise informagibout patient condition from specific questioakeal
by the practitioner. For example, we should be éblebtain information about all allergies of aipat by
querying fragments, extracting and parsing the sgary information, and to present a mashed uporersi
readable by a human. The goal is to radically imprthe time necessary to obtain important pieces of
information, without having to browse a vast amoahtelated files. This is extremely important imet
context of healthcare and can save lifes in caemergency.

Our solution is similar to IHE XDS [5 p.67-97] reptories, however its specification is more patient
centric. We do not just want to propose a regisgtpdsitory, but we also want to give control toigrats over
their data. -he MHIAS is more abstract and doespnetent the use of IHE profiles for the implemdiota
of its subsystems.

In relation to the TripCom project [22], it coulde binteresting to adapt the direction of the
Medicoordination project to integrate the TripComnumunication technologies and paradigms. Could
TripCom ever be the web for computers, as its asthlaim, it would be an important addition to fireject
that would allow an even greater independence aondupling of the modules.

5. CONCLUSION

This document introduced an architecture to be usesituations where the heterogeneity of systems
prevents classic interoperability solutions to woWe did not dig into low-level concepts to remain

9 Jena Semantic Framework, http://jena.sourcefoege.n



independent of any architecture. The implementatiosystems based on Medicoordination requiresfaiare
thought on how to get different parts working tdget

Medicoordination, as a research project is intertdegive some guidelines about a possible architedor
electronic healthcare infrastructure cooperatiohictv empowers each healthcare actor to managenits o
data, while providing a flexible platform, whichagais to existing standards and infrastructured) avistrong
focus on security.
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