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Abstract—Distributed Ledger Technologies (DLTs) fuse crypto-
graphic immutability with decentralized consensus, transforming
global finance, simultaneously hindering the forensic reconstruc-
tion of illicit value flows. This paper presents a systematic map-
ping of financial transaction tracing on DLTs through a rigor-
ously designed Systematic Literature Review (SLR). Six research
questions - covering enabling technologies, privacy primitives,
tracking methods, structural limits, proposed mitigations, and fu-
ture directions - guided the search. Three reviewers screened 120
publications from 2017-2025, resolving disagreements by adjudi-
cation and distilling 21 primary studies (17.5 % acceptance). The
corpus converges on four technical pillars: heuristic/graph-based
address clustering, machine-learning anomaly detection, cross-
ledger correlation frameworks, and privacy-enhancing constructs
such as ring signatures and zk-SNARKs. Our synthesis exposes
a persistent tri-lemma among scalability, attribution accuracy,
and privacy compliance, exacerbated by heterogeneous protocol
designs and data-retention costs. To reconcile these issues, we
articulate a four-layer tracing architecture that integrates high-
throughput multi-chain ingestion, cache-efficient temporal graph
indexing, explainable risk scoring, and privacy-preserving off-
chain fusion with KYC anchors. This blueprint offers regulators,
investigators, and researchers a scalable, GDPR-aligned pathway
for illuminating opaque financial networks, while establishing a
consolidated knowledge base and a forward research agenda for
next-generation DLT traceability.

Index Terms—Blockchain, DLT, Transaction tracing, Privacy-
preservation, AML

I. INTRODUCTION

The rapid adoption of Distributed Ledger Technologies
(DLTs) in sectors such as finance, supply chain, and
healthcare has underscored the dual promise of trans-
parency and decentralization, alongside the challenge of
cryptographic pseudonymity [1], [2]. Immutable transaction
records enhance auditability but can also facilitate illicit as-
set flows—ransomware payments, darknet transactions, and
money laundering—by obscuring participant identities [3],
[4]. Consequently, there is a pressing need for scalable and
robust tracing methodologies capable of linking on-chain
pseudonymous addresses to real-world entities, particularly at
centralized exchange gateways where Know Your Customer
(KYC) protocols provide identity anchors [5].

Early blockchain analysis methods leveraged heuristics and
clustering to group addresses under common control [6],
while recent advances apply graph-based search and machine

learning techniques to detect anomalous flows in real time [7],
[8], [9], [10]. Cross-ledger frameworks further extend these
capabilities across multiple blockchains [11], [3]. However,
sophisticated privacy mechanisms—mixing services, ring sig-
natures, and zero-knowledge proofs (e.g., zk-SNARKs) [12]
—pose significant obstacles, demanding innovative solutions
that balance confidentiality with regulatory requirements.

This paper presents a systematic literature review (SLR)
structured leveraging six research questions to assess the state
of the art in financial transaction tracing on DLTs. The review
examines foundational technologies, privacy-preserving tech-
niques, tracing methodologies, limitations, proposed solutions,
and future research directions.

II. BACKGROUND AND DEFINITIONS

Distributed Ledger Technologies (DLTs) provide a decen-
tralized, tamper-resistant framework for recording transactions
across peer-to-peer networks [1], [13], [2]. Blockchain, the
most prevalent form of DLT, relies on cryptographic consen-
sus mechanisms—Proof of Work (PoW) or Proof of Stake
(PoS)—to ensure data integrity and network agreement [2].
Two primary ledger models exist: the Unspent Transaction
Output (UTXO) model (Bitcoin) and the account-based model
(Ethereum) [13], [11].

Despite public ledgers, users transact via pseudony-
mous addresses, hindering direct identity attribution. Privacy-
enhancing techniques—coin mixers, CoinJoin, ring signa-
tures (Monero), and zk-SNARKs (Zcash) [3]—further obfus-
cate transaction trails. Centralized exchanges (CEXs) bridge
blockchain and fiat systems through KYC [5], while decen-
tralized exchanges (DEXs) enable peer-to-peer swaps without
identity verification [3]. Understanding these concepts is vital
for evaluating tracing techniques in DLT ecosystems.

III. SYSTEMATIC LITERATURE REVIEW METHODOLOGY

This paper adopts a rigorous and reproducible systematic lit-
erature review methodology, following the framework outlined
by Kitchenham [14]. This approach has been validated and
utilized in similar contexts, including the works of Palmarini
et al. [15], Anjomshoae et al. [16], Mualla et al. [17], and
Calvaresi et al. [18], [19]. Additionally, the review incorporates
insights from recent studies, such as Pinto et al. [20], which



highlight the importance of methodological rigor in addressing
complex topics.

Figure 1 illustrates the methodology adopted for this review,
which is structured into three main stages. The first stage,
Planning the Review (P1), focuses on defining the primary
research question(s) and formulating the Structured Research
Questions (SRQs). This stage emphasizes the establishment
of a comprehensive search protocol to ensure methodological
rigor and reproducibility, which is subsequently validated to
ensure alignment with the research objectives. The second
stage, Performing the Review (P2), involves the execution
of the planned activities. This encompasses the collection and
selection of relevant literature, data extraction and analysis,
and the resolution of any disagreements among reviewers to
maintain consistency throughout the process. The final phase,
Results Analysis (P3), is dedicated to the analysis of the
findings, the documentation of insights, and the presentation
of outcomes. This phase summarizes key lessons learned and
provides actionable recommendations based on the evidence
gathered.

IV. REVIEW PLANNING

This section outlines the process for defining Structured Re-
search Questions (SRQs) and establishing the review protocol.
The protocol encompasses several key elements: the Search
Strategy, which details the methods for identifying relevant
literature, including databases, keywords, and search opera-
tors; the Inclusion and Exclusion Criteria, which set clear
guidelines for determining the relevance of studies; Bias and
Disagreement Resolution, which describes mechanisms to
mitigate biases and resolve conflicts during the review process;
and the Quality Assessment Criteria, which defines metrics
for evaluating the quality and relevance of the selected studies.
This structured approach ensures the review is comprehensive,
systematic, and aligned with the research objectives.

A. Research Questions

The overarching objective of this study is to assess the fea-
sibility of connecting wallets to individuals within the context
of existing DLT-based systems for economic transactions. To
this end, we define the following research framework.

1) General Research Question (GRQ): The General Re-
search Question (GRQ) guiding this investigation is as
follows:

With respect to current off-the-shelf DLTs for economic
transactions, is connecting a wallet to an individual possible,
and how can it be done?

This question encapsulates the dual challenge of assessing
the technological capabilities of current systems and identify-
ing methodologies to bridge the gap between pseudonymity
and identifiable ownership.

2) Structured Research Questions (SRQs): To decompose
the General Research Question (GRQ) into more manageable
components, we adopt a series of Structured Research Ques-
tions (SRQs) that focus on specific aspects of the problem.
These SRQs are outlined as follows:

SRQ1: Technology What technologies are utilized to im-
plement Distributed Ledger Technologies (DLTs) for economic
transactions, and how are these technologies characterized?
This question aims to identify the core technologies under-
lying DLT systems, including their architectural frameworks,
consensus mechanisms, and scalability features.

SRQ2: Privacy-Preserving Techniques What privacy-
preserving techniques are employed to enhance the confi-
dentiality of transactions and asset tracing on DLTs? What
are their strengths and limitations in terms of security and
transparency? This question examines techniques such as
zero-knowledge proofs, ring signatures, and mixing protocols,
assessing their effectiveness in balancing privacy concerns
with traceability requirements.

SRQ3: Transaction Tracing Is transaction tracing con-
ducted on DLTs? How is this tracing performed? This question
investigates the existing methodologies and tools used to trace
transactions across blockchain networks, including heuristic-
based approaches and clustering algorithms.

SRQ4: Limitations What are the primary limitations in
transaction tracing on DLTs (e.g., issues with anonymity, scal-
ability challenges, and cross-chain tracing complexity)? This
question aims to identify the key obstacles that hinder effective
transaction tracing, such as the use of privacy-enhancing coins,
limited data interoperability, and computational bottlenecks.

SRQ5: Proposed Solutions What solutions have been pro-
posed to overcome the existing limitations of transaction trac-
ing on DLTs? This question highlights innovative approaches
and frameworks developed to address the challenges identified
in SRQ4, including advancements in machine learning and
cross-chain analysis.

SRQ6: Future Directions What are the primary research
directions proposed by leading studies to advance asset and
transaction tracing on DLTs? This question explores emerging
trends and opportunities in research, such as decentralized
identity frameworks, enhanced cryptographic techniques, and
the integration of regulatory compliance measures.

Search Strategy

The search strategy focused on selecting pertinent infor-
mation sources to ensure the collection of comprehensive
and high-quality literature. The databases utilized included:
IEEE Xplore (http://ieeexplore.ieee.org), ScienceDirect (http://
www.sciencedirect.com), ACM Digital Library (http://dl.acm.
org), Citeseerx (http://citeseerx.ist.psu.edu/index), and Google
Scholar (https://scholar.google.com).

The selection of keywords was guided by the reviewers’
domain expertise and included terms relevant to Distributed
Ledger Technologies (DLTs), transaction tracing, and privacy
preservation. Keywords were aggregated to refine results,
forming the following query combinations:

• DLT,
• DLT + transaction,
• DLT + transaction + tracing,
• Blockchain + transaction,
• Blockchain + transaction + tracing,



Fig. 1. Schematic representation of the systematic literature review methodology.

• Wallet identification + pseudonymity,
Each search query produced a set of articles, which were

subsequently screened based on title and abstract for coherence
with the research objectives.

Inclusion and Exclusion Criteria
The initial search yielded 120 papers, which were then

filtered using the following criteria:
• Temporal: Studies published between 2017 and 2025 to

capture recent advancements in DLT technologies.
• Originality: Exclusion of papers that presented minor

variations or duplicates of existing work.
• Purpose: Focus on studies addressing economic transac-

tions or asset tracing using DLTs.
• Relevance: Inclusion of studies with a clear contribution

to privacy-preserving techniques or wallet identification.
• Theoretical foundation: Inclusion of studies proposing

innovative formulations, definitions, or system designs.
• Practical contribution: Inclusion of studies providing

implementations, tests, evaluations, or critical analyses.
After applying these criteria, the set of primary studies was

narrowed down to 16 contributions.

Bias Resolution and Conflict Management
To mitigate biases and resolve disagreements, three re-

viewers independently evaluated the studies. Conflicts were
addressed through periodic meetings, and a study was included
if at least two reviewers agreed on its relevance. Table I
summarizes the outcomes of the conflict resolution process.

Features and Quality Criteria
The quality of the extracted information was evaluated

based on several criteria, including: publication year and
geographical location, main purpose and application con-
text, architectural and technological evidence (classified as
Conceptual, Prototype, or Tested Frameworks), and technical
limitations and future challenges.

These features were categorized using the DARE [14],
ensuring a structured evaluation of the selected studies.

V. REVIEW EXECUTION

The semi-automatic search (Sect. III) retrieved 120 unique
records, which were divided equally among three reviewer
pairs. Each pair performed an initial title–abstract screening,
applying the inclusion/exclusion rules from Sect. III , yielding
40 candidates. Those underwent full-text review in double-
blind fashion; any disagreement (27 cases) was resolved by
the third reviewer according to the protocol summarized in
Table I.

After conflict resolution, 21 articles were accepted (17.5
% overall acceptance rate) and advanced to data extrac-
tion. Reviewers collaboratively populated a structured data
sheet—capturing publication metadata, methodological fea-
tures, and identified limitations—while clearly separating ob-
jective results from expert interpretation. This streamlined
process ensured consistency, minimized bias, and produced
a high-quality corpus for subsequent analysis.

VI. REVIEW RESULTS AND ANALYSIS

In the following, we structure the results of the SLR
according to the research questions defined in Sect. IV

SRQ1: Technologies Used to Implement DLTs for Economic
Transactions

DLTs secure transactions via consensus protocols that bal-
ance security and efficiency: early PoW systems like Bitcoin
provide strong tamper-resistance at high energy cost [21],
[1], PoS networks lower energy consumption but introduce
stake-based risks [2], and permissioned ledgers adopt BFT
variants (e.g., PBFT, Tendermint) for low-latency finality [22].
State representation follows either the UTXO model (Bitcoin,
Zcash), treating outputs as discrete coins for parallel validation
[13], or the account-based model (Ethereum), maintaining a
global state object for contract logic [1]; enterprise frame-
works like Hyperledger Fabric further decouple execution,
ordering, and validation to enhance modularity and privacy



TABLE I
SUMMARY OF THE INCLUSION/EXCLUSION PHASE OF THE COLLECTED PAPERS

Rev Conflict Solver Y–Y N–N Conflicts Accepted out of Conflicts Total Accepted Acceptance %
A ⇔ B C 7 23 10 2 40 9 22.5%
A ⇔ C B 5 29 6 3 40 8 20.0%
B ⇔ C A 3 26 11 1 40 4 10.0%
Sum 15 78 27 6 120 21 17.5%

[23]. To tackle on-chain limits, Layer-2 solutions (state chan-
nels, sidechains) [24], rollup schemes—Optimistic and zk-
Rollups—aggregate transactions into succinct proofs [24], and
cross-chain bridges with atomic swaps enable asset transfers
across heterogeneous ledgers [25], [26], though fragmentation
persists without unified standards [5], even as multi-agent
integration offers decentralized coordination potential [18].

SRQ2: Privacy-Preserving Techniques in DLTs

Blockchain systems leverage advanced cryptographic prim-
itives to protect transaction confidentiality while preserving
verifiability. Early theoretical foundations of non-interactive
zero-knowledge proofs enable succinct shielded transactions,
as later instantiated in zk-SNARK-based protocols like Zcash
[27] [13]. Ring signatures and stealth addresses in Monero
provide sender and recipient anonymity by blending outputs
within a decoy set, though they incur significant verification
overhead [1] [3].

More recent Layer-2 constructions—such as zk-
Rollups—aggregate batches of transactions off-chain and
publish compact proofs on-chain, reducing both gas costs
and data leakage while retaining full auditability [24].
Mixing services and CoinJoin further obfuscate on-chain
links, but their non-deterministic behavior complicates
automated tracing and invites regulatory scrutiny [4].
Overall, these techniques reflect a continual trade-off between
privacy guarantees, computational efficiency, and forensic
transparency.

SRQ3: Transaction Tracing on DLTs

Transaction tracing on DLTs employs a range of meth-
ods—including heuristic clustering, graph analytics, cross-
ledger correlation, and machine learning—to uncover illicit
asset flows. UTXO-based clustering groups addresses that
share inputs or outputs to infer common control [6], while
heuristic detection of mixing services and CoinJoin trans-
actions reveals obfuscation tactics [3]. Graph-based frame-
works build an account–transaction network and apply tar-
geted traversal: TRacer uses local subgraph expansion and
ranking for near–real-time tracing on Ethereum [7], TP-
Graph temporally partitions the ledger to bound memory
and computation [9], and MFGSCOPE optimizes in-memory
layouts and parallel traversal for lightweight forensic analysis
[10]. Cross-ledger approaches such as CLTracer correlate
deposit and withdrawal events across heterogeneous chains
to follow funds through bridges and DEXs [8]. Network-
analysis studies link on-chain patterns to replicated phishing
infrastructures via domain and content similarity metrics [28].

Machine-learning models—including graph neural networks
and link-prediction algorithms—flag suspicious edges with
high precision in Ethereum’s account graph [4], [11]. Finally,
unsupervised anomaly-detection techniques adapted from cy-
bersecurity demonstrate potential for uncovering novel illicit
transaction motifs without labeled training data [20].

SRQ4: Limitations in Transaction Tracing on DLTs

Despite significant progress, transaction tracing on DLTs
remains constrained by several fundamental limitations. First,
the pseudonymous nature of blockchain addresses makes it
inherently difficult to link on-chain identifiers to real-world
entities without auxiliary data sources or heuristic inference,
leading to reliability concerns in deanonymization efforts [6],
[8]. Second, the computational and storage overhead required
to build and traverse large transaction graphs in real time
imposes severe scalability bottlenecks, as demonstrated by the
performance bounds of current graph-based tools [7], [9].
Third, advanced privacy mechanisms—such as ring signatures
and stealth addresses in Monero, zk-SNARKs in Zcash, and
mixing protocols—while strengthening confidentiality, sub-
stantially increase forensic opacity and analysis complexity
[4], [3].

Cross-chain tracing is additionally hindered by heteroge-
neous protocol designs and the lack of unified interoperability
standards, resulting in fragmented tool support and coverage
gaps across different ledgers [25], [26]. Clustering and
heuristic methods are also prone to false positives and neg-
atives—particularly in noisy contexts like replicated phishing
infrastructures—undermining attribution accuracy [28], [11].
Finally, many regulatory agencies and smaller investigative
teams face resource constraints in terms of computational
power, storage capacity, and domain expertise, limiting their
ability to deploy and maintain sophisticated tracing infrastruc-
tures [10], [5].

SRQ5: Proposed Solutions to Overcome Transaction Tracing
Limitations on DLTs

The literature converges on integrated approaches that ad-
dress pseudonymity, scalability, privacy, and interoperabil-
ity in a unified framework. Scalable graph-based systems
such as TRacer utilize local sub-graph expansions and rank-
ing heuristics to limit search complexity on account-based
ledgers [7], while TPGraph temporally partitions the trans-
action graph to reduce memory and computation demands
[9], and MFGSCOPE applies optimized in-memory layouts
and parallel traversal for lightweight analysis on resource-
constrained nodes [10]. Machine learning—with graph neural



networks and link-prediction techniques—has demonstrated
high precision in identifying illicit clusters and forecasting
suspicious edges in Ethereum’s network [4], [11], and un-
supervised cybersecurity methods detect novel threat motifs
without requiring labeled data [20]. Hybrid on-chain/off-chain
fusion frameworks like CLTracer combine on-chain heuristics
with KYC and sanction-list records to enhance attribution
accuracy and minimize false positives [8], [5]. Refined heuris-
tic clustering for phishing and advance-fee fraud domains
leverages domain registration and content similarity metrics
to accurately link replicated scam infrastructures [28]. The
integration of explainable AI techniques ensures that tracing
decisions remain interpretable and auditable by analysts [16],
[18]. Concurrently, ongoing standardization of cross-chain
bridge APIs, atomic swap protocols, and interoperable zk-
proof schemas aims to eliminate fragmentation and enable
seamless multi-ledger traceability [25], [26].

SRQ6: Future Directions

Dynamic and Streaming Graph Analytics. Building on TP-
Graph’s temporal sharding [9] and MFGSCOPE’s cache-
aware in-memory layouts [10], future research should enable
continuous ingestion of high-velocity transaction streams. This
entails developing adaptive subgraph indexing strategies and
incremental graph-update algorithms (e.g., memory-efficient
edge eviction policies) to sustain low-latency analysis as ledger
throughput and node populations increase.

Unsupervised and Self-Supervised ML/AI Models. To de-
tect novel laundering patterns without relying on labeled
examples, work must advance graph neural networks and link-
prediction frameworks that employ contrastive learning and
cybersecurity-inspired motif discovery. Such self-supervised
techniques have shown promise in uncovering “zero-day”
transaction anomalies in Ethereum’s account graph [4], [11]
and smart-grid contexts [20].

Explainability and Interpretability. Automated alerts should
be accompanied by human-readable rationales. Integrating
attention mechanisms and Explainable AI toolkits (e.g., post-
hoc feature attribution) will allow investigators to audit and
justify each flagged transaction or cluster, thereby enhancing
trust and regulatory compliance [16], [18].

Privacy-Preserving On-Chain/Off-Chain Fusion. Combin-
ing on-chain heuristics with off-chain datasets—including
KYC records, IP logs, and public registries—must preserve
user confidentiality. Protocols based on Secure Multi-Party
Computation or Federated Learning can enrich attribution
accuracy while ensuring GDPR compliance and minimizing
data exposure [8], [5].

Cross-Chain Interoperability Standards. To eliminate cur-
rent fragmentation, it is essential to define unified transaction
metadata schemas, interoperable zero-knowledge proof wrap-
pers, and standardized audit-log formats. Promoting common
bridge and atomic-swap APIs will enable seamless multi-
ledger traceability and foster a cohesive ecosystem of tracing
tools [25], [26].

VII. DISCUSSION: TOWARD A UNIFIED TRACING STACK

Our systematic review of 21 primary studies highlights that
no existing approach fully reconciles the competing demands
of scalability, attribution accuracy, and privacy compli-
ance. Current solutions tend to prioritize one or two aspects
while neglecting the third.

This gap emphasizes the need to move beyond isolated
tools toward an integrated framework. Therefore, we propose a
modular architecture that synthesizes and extends the most ef-
fective, albeit incomplete, techniques identified in our review,
aiming to address the tri-lemma through critical trade-offs.

Layer 1 – Multi-Chain Data Ingestion for Scalabil-
ity: A key challenge is managing fragmented, high-volume
data streams from multiple blockchains. To address this,
we refine the temporal sharding strategy from TPGraph [9],
which segments transaction data into rolling time windows.
This approach enables continuous, memory-efficient stream
processing, offering a stable foundation for algorithms that
prioritize accuracy.

Layer 2 – Cache-Efficient Graph Indexing for Per-
formance: As transaction graphs grow, real-time forensic
analysis becomes computationally intensive. This layer com-
bines MFGSCOPE’s [10] compressed graph structures with
TRacer’s [7] local subgraph expansion technique. The result
is a responsive indexing layer that enables efficient query
execution, even on large datasets.

Layer 3 – Adaptive Risk Scoring for Explainable Ac-
curacy: To improve attribution accuracy while avoiding rigid
rule-based systems or opaque black-box models, this layer uses
a self-supervised GraphSAGE encoder. It generates adaptive
risk scores, with attention-based explanations, ensuring not
only accuracy but also auditability and trust, which are critical
for regulatory compliance [16].

Layer 4 – Privacy-Preserving Correlation for Compli-
ant Attribution: The final challenge is to enhance accuracy
while maintaining privacy. Building on CLTracer’s cross-
chain heuristics [8], this layer introduces secure multi-party
computation to fuse on-chain and off-chain data. It enables
the system to access identity information from KYC anchors
when necessary, ensuring GDPR compliance and solving the
privacy component of the tri-lemma.

These four layers together form a unified tracing stack,
balancing performance, forensic capabilities, and regulatory
alignment. The modular design allows for flexible deployment
and progressive adoption, providing a concrete solution to the
persistent challenges in the field.

VIII. CONCLUSIONS

This systematic literature review explores the feasibility and
methodologies for linking pseudonymous Distributed Ledger
Technology (DLT) wallet addresses to real-world identities.
Our analysis of 21 primary studies reveals that while mul-
tiple transaction tracing techniques exist, no single solution
is currently sufficient. The review demonstrates that while



connecting a wallet to an individual is possible under cer-
tain conditions, significant structural challenges still limit its
widespread application.

The central finding is the identification of a persistent
tri-lemma: the challenge of balancing scalability, attribution
accuracy, and privacy compliance simultaneously. Current
tracing solutions are hindered by computational bottlenecks
from growing ledgers, the forensic opacity introduced by
advanced privacy technologies, and the fragmentation caused
by inconsistent interoperability standards.

To address these challenges, this paper proposes a modular,
four-layer tracing architecture that systematically tackles the
tri-lemma. The framework balances scalability, accuracy, and
privacy by distributing tasks across distinct layers. Specifically,
the Ingestion and Indexing layers address scalability with
memory-efficient processing and compressed graph structures.
The ML Scoring layer enhances attribution accuracy using
adaptive, explainable machine learning models, while the
Cross-Ledger Correlation layer ensures privacy compliance
by securely correlating on-chain data with off-chain identity
anchors through privacy-preserving computation.

By integrating these techniques into a unified architecture,
our approach offers a scalable and actionable solution for reg-
ulatory and investigative bodies. Future research should focus
on developing realistic benchmarks and creating interoperable
data standards to advance this architecture toward deployable,
trustworthy, and compliant forensic systems.
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