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Abstract.
Computational and data grids have been developed to manage large amounts of

data produced in scientific collaborations. While the developed technologies could
be employed to help the daily work in the public sector and in healthcare, their
wide adaptation has not been seen, yet. In this paper we present a survey, which
we conducted to find out how the decision makers and system specialists in the
public service sector see the role of Grid technologies in their future work. The
respondents of the survey work as decision makers and systems specialists in the
healthcare and the public services domain in Switzerland.
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1. Introduction

The concept of Grid computing was introduced by Foster et al. already in the late 1990s
[11] but the idea itself is even older. Foster and Kesselman defined the Grid as a system
that:

1. coordinates distributed resources,
2. using standard, open, general-purpose protocols and interfaces,
3. to deliver nontrivial qualities of service.

The usage and the development of Grid computing tools has actively continued in nu-
merous computing projects. For example the European Union has financed several large–
scale Grid projects. The developed methods and tools have been applied in several fields
of science. The application scenarios include e.g. high energy physics [15] and health-
care [4]. In these fields the Grid computing facilitates resource sharing amongst the par-
ticipants of the scientific collaborations, thus enabling the collaborators to use, access,
and share resources across the organizational boundaries. Public service in general have
a larger number of desktop machines in common, that are currently not shared for any
common goal. As they often use confidential data on these machines the motivation for
any resource sharing is often low.
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The software development in the Grid community has been guided largely by the
needs to provide computational power for scientific collaborations. This need was an-
swered by developing Grid middlewares to enable secure resource sharing for processing
and storing data. The role of a Grid middleware is to control distributed resources in such
a way that needs of the participating organizations can be satisfied without interruptions
in a reliable manner. Today, Grid computing is widely adopted in the high energy physics
community [15], it is used for resource sharing in bioinformatics2, and data access in the
medical domain 3.

The Service of Medical Informatics 4, is responsible for the design, development,
and evaluation of an advanced clinical information system for the Geneva University
Hospitals (HUG). The research group participates in the KnowARC5 project, in which
an extension of the advanced resource connector (ARC) middleware is produced to of-
fer foundations for know–how sharing services for business and society. To better un-
derstand the needs for Grid technologies in the healthcare and the public services sector
that share many legal and regulatory restrictions for information handling a survey was
conducted.

We conducted the survey presented in this paper by interviewing systems specialists
and decision makers in the Geneva area. The goal of the survey was to identify the
current situation and the needs for Information Technology (IT) in diverse public sector
organizations including the healthcare providers. The participants of the survey were
chosen from diverse organizations comprising two large universities, a large university
hospital and several public service sector IT providers such as the Geneva administration.
For each participant the same set of questions was presented as a basis of the interview.
The results were analyzed using qualitative research methods as the number of interviews
remains small.

As an example on IT services on the public sector, we interviewed employee in the
IT department of the state of Geneva. The characteristics of the Geneva state IT infras-
tructure can be described by the need to centralize all development and operation to the
state’s IT department and bring the benefits from economies of scale. The IT depart-
ment treats other administration professions as internal clients. As such Geneva state
has a large data center of 630 server machines, including mainframe and some 19’000
distributed desktop computers for employees. The challenges faced are mostly linked
with the heterogeneity of Software and Hardware. There are 700 different applications
to support. The requirements differ greatly if the client comes from education or if the
client represents the police or justice department. The strategic initiatives set forth deal
with server consolidation, putting services online (eGovernment) and pushing open stan-
dards, formats, and source code initiatives forward. There are several good application
scenarios possible from pure Virtualisation and Enterprise Grids with service oriented
architecture (SOA) to few classical monte carlo HPC scenarios for example in the Tax
department.

Earlier work by Montagnat et al. [5] shows how Grid computing can efficiently ana-
lyze a database of medical images. In their work, the database is partitioned over a set of
resources, the query image sent to the resources. Then, similar images are returned to the

2http://www.bioinfogrid.eu/
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user. The evaluation is based on using a set of resources within a single site, whereas our
study looks on how heterogeneous resources from multiple administrative domains could
be used to provide the computing power. One of projects that has managed to access
medical data across organization borders is called Globus MEDICUS [7]. The project
has designed and implemented an image sharing system that uses Grid tools for effi-
ciently transferring medical images. The system guarantees sufficient security measures
for sharing medical data across various administrative domains.

Computational Grids have also been used to harness large amounts of computational
power to identify drug candidates for the influenza A virus by Lee et al. [6]. Similarly to
our focus area, they employed a Grid infrastructure, which extended over diverse sites.
Oliveira et al. [9] have shown how Grid computing can be employed to reduce the com-
putation time in content–based image retrieval (CBIR) systems. The authors used the
MyGrid architecture in a hospital network to distribute image analysis to computers on
the network.

Breton et al. [8] have proposed use of Grid technology to transfer patient data over
organizational boundaries. Their work discusses many of the challenges in distributing
medical data over multiple sites. Sloot et al. [10] have presented the Grid–based ViroLab
decision support system for various challenges in the medical domain.

2. Methods: Interview of System Specialists and Decision Makers

The experimental part of this study consists of a survey that was conducted in the Geneva
area in late 2007. We interviewed information systems specialists and decision makers
who work in public service sector and have good knowledge on the information tech-
nology. Since the interviewed persons were experts or part of the top management we
expected the number of respondents to be fairly small. To gain information from such
a small group of specialists, we used a qualitative survey as our method. The interview
consisted of 35 questions, for which multiple answers for each question were allowed.

Content validity means that the questions of the survey really measure the subjects
meant to be measured. In this survey, a Grid specialist designed the questionnaire to
cover aspects that are important for the adaptation of the Grid technology. A medical
informatics specialist further helped to focus the questions on the challenges often faced
in the healthcare and public service sector. Moreover, literature on the challenges in the
field was used for creating the questions, see e.g. [8]. When the survey was conducted,
each of the respondents was given the same questions and the interviewer (a grid special-
ist) was always present when the questionnaire was filled. Assistance was given if some
of the questions were unclear for the respondent.

The form of an interview can vary from a tightly structured or formal interview to an
unstructured or open interview. A themed interview is the intermediate form of open and
formal interviews. It is typical that the topics under discussion are planned and known,
but the specific order and form of the questions are not. (Hirsijarvi et al. 2005) A themed
interview is closer to an unstructured interview than a structured one. A themed interview
is the most used qualitative research method in the research field of society and business
economics [16]. This makes it as one of the most valid research methods for qualitative
research.

There are some issues affecting a survey’s reliability and validity. The results of
this survey can not naturally be generalized because the random sample was regional.



However, the participating group of the survey were top professionals and the results are
therefore well descriptive for the current situation of Grid technology acceptance/usage
in the public service sector in the Geneva area in Western Switzerland [14].

3. Results

In this section we present the results of the survey together with the used questions. The
first part of the survey consists of 12 questions, shown in Table 1. These questions were
designed to get information on the IT knowledge of the respondent as well as his working
environment. The left column of the table shows the question and the right column shows
the responses. The number of the same responses is shown in parentheses ().

What is the size of your organization? 80-8000 employees, median 300, 500
How many years have you worked in your current en-
vironment

less than 1 (1), 1-3 (1), 3-5 (1), more than
five (5)

How many years have you been using computers in
your work?

more than five years (all)

What is the computer situation in your organization? only in hospital less than a computer per em-
ployee (but servers used), otherwise all have
personal computers and shared servers

Do you have a personal email for work or do you
share email with your colleagues

personal, except also shared in organization
that provides services

To which part does using a computer contribute to
your daily tasks

25-50% (1), 50-75% (2), almost all (5)

In your work, do you need to call by phone or visit
other people to perform computer operations for you,
e.g. install software?

rarely (7+1), other people call me (1)

How is your work computer connected to the network
(Internet)?

with limitations (1), unlimited (7)

Do you need to sign-in (username and password) to
multiple services to perform your work tasks?

several passwords (5), single–sign–on (3),
both (1)

Do you use computing devices other than desktop or
mobile phone in your work?

digital badge (5), PDA (3), laptop (5)

Do you believe that the work in your office could be
made easier by introducing new computer systems or
services?

current is sufficient (4), too many computers
already (1), more services needed (3), need
for fast centrally managed servers (1)

Which of the following tools you use to collaborate
with your colleagues?

email (8), skype (3), instant messaging (2),
Intranet (7), Groupware (4), wiki (7), phone
(all), shared folders (6)

Table 1. Questions and answers on respondent background and the computer as a tool.

As Table 1 shows, all of the respondents come from organizations that have more
personnel than many private sector companies. The respondents have a long professional
background on IT related tasks. The work tasks are mostly carried out using comput-
ers, except management duties performed in meetings. Most have non–limited Internet
connectivity, which enables easy use of external services. Although some places have
adapted a single–sign–on (SSO) system to reduce the number of authentication mech-
anisms, most of the users still need several passwords. One of the mentioned reasons
was that external systems could not yet be integrated to the organizations’ SSO sys-
tems. Moreover, the respondents used several digital devices as part of their daily work.



In general the amount of computing devices was seen sufficient, but some of the com-
puters used for running services could be combined to run in a single centralized re-
source. Only the system administrators responded that there are too many computers and
services and it is challenging to keep all systems up–to–date. Finally, several different
group–communication applications were used to communicate and share documents. A
part of the group–communication applications were proprietary solutions.

Security Related Questions

Grids use strong security mechanisms both to guarantee fair use of resources and to
secure the information processed, stored, or accessed by the Grid middleware. For
strong security, a public key infrastructure (PKI) is deployed to enable secure cross–
organizational access. Once the PKI and the related security mechanisms are deployed,
the benefits of the Grid security infrastructure could be extended to common office tasks
such as digitally signing documents. The questions and answers in Table 2 show security
challenges that the respondents face in their work.

Do you work with confidential documents using your
computer?

yes(8)

When you need to get documents signed in your work
by some authority, are they signed on paper or digi-
tally?

always on paper (5), rarely digitally (3),al-
ways digitally (0)

Which of the following security concepts are you fa-
miliar with?

digital signature (8), integrity hashing (6),
authentication (8), accounting (7), cryptog-
raphy (7), group based access management
(6), authorization (8)

When starting to use digital security systems do you
find that the instruction was sufficient to make people
realize the legal aspects?

sufficient instructions (4), more instructions
on technology needed (1), more instructions
on legal aspects needed (4)

Is there a person responsible for information confi-
dentiality in your organization? Do you think the re-
sponsible has expertise on computer systems?

security policy and technology well under-
stood (5), security policy is well understood,
but IT not well (3), lack in understanding
both IT and security policy (1)

If you have severe computer problems that prevent
you from working, how long do you expect (are used)
to wait until the problem gets fixed?

within one hour (4), several hours (2), even
more than a day (2)

What of the following difficulties you think could be
faced with the use of Grid in your organization?

very limiting security policy (4), people not
used to work with technology (7)

Table 2. Questions and answers on security perspectives.

Table 2 shows that all of the respondents handle confidential documents in their
work. The signing of documents is still mostly done on paper and only three of respon-
dents had used digital signing. The respondents showed good general knowledge on the
central digital security concepts used in the Grid world. The good knowledge on IT made
the technical adaptation of new systems easy, but more information on legal aspects could
have been provided. The respondents saw that in general the security technology and the
related security policies were well understood. However, sometimes problems existed
with understanding how the IT should be used to implement the chosen security policies.
The availability of the systems was mostly high, but sometimes systems were still seen to
have unacceptable down–time. Many organizations still had not used the Grid technolo-



gies and they saw that the technical challenges would be a major barrier of adaptation.
Also half of the organizations had such limiting security policies that the deployment of
the (Grid–like) multi–domain infrastructures was seen as problematic.

Questions Related to the Grid Technology and IT Services

Grids are used to share resources across organizational boundaries. However, in the pub-
lic services sector many organizations store and manage highly confidential data, vary-
ing from medical health records to income and tax information or legal documents. The
confidentiality often forces strong limitations on where the data can be processed and
what services are allowed within the organization’s network. The questions and answers
in Table 3 show what could be the challenges when the Grid technology is used in the
organizations of the respondents.

Table 3 shows that working with the respondents’ computer systems is often de-
pendent on the network services, which were more often hosted by the own organiza-
tion rather than an external service operator. Most of the respondents were open to the
idea of running a desktop Grid on the organization’s computers. Most of the organiza-
tions had evaluated feasible or already purchased external computing services, whereas
two respondents did not find it an interesting idea. The availability of the organization’s
computing resources during the past year was generally seen good. The possible benefits
of Grid technology could mostly be achieved by getting access to computing resources.
Specific databases and data storage was seen as an interesting service but less appeal-
ing than general computing. The respondents had good knowledge on some of the most
general Grid concepts, indicating their familiarity with Grid computing. Most of the or-
ganizations could send processed data out and thus use the external service providers,
whereas for two the idea was impossible. If a Grid system was taken into use, the largest
challenges were seen in administering the security and IT of the system and educating
the end–users. All of the respondents had previously discussed with Grid specialists and
half of them had some real usage experience. Half of the respondents had donated their
resources for desktop computing already, and some others were thinking to do so in the
future. The virtualization technologies were used surprisingly widely in the organizations
but this is a fairly recent development.

Computer System Investments and Education

Before conducting the survey we assumed that most of the interviewed persons had not
actively used or deployed Grid technologies in their organizations. To find out possi-
ble non–technical barriers of adaptation we presented questions on the future plans of
computing system investments and the adaptation challenges faced by the users.

Table 4 illustrates that the amount of money invested in computer systems has mostly
stayed constant during the last year, and the constant investment trend will continue.
Most of the respondents were from organizations that provide computing services for
external users and organizations. The questions on education revealed that it often takes
in the scale of several years before the new computer systems are found helpful. Often,
when the computer systems were delivered sufficient help was provided. However, the
lack of further sources of information was seen insufficient. This has led to the situation
where people are reluctant to start using the new systems. Online tutorials were seen as



If the computer system does not work, is the correc-
tive measure done usually at your desk, or somewhere
else?

at my desk (3), external service operator (2),
local machine room (5)

Do you think that other people could use comput-
ers/computing power of your office when they are not
in use, if system provider would ensure security guar-
antees?

impossible because of security (1), can think
about making an effort if we get enough re-
sources (7), already allowed (1)

Do you think that the working environment would
benefit from having the possibility to use stronger
computing resources (e.g. computing cluster) outside
your office?

already using (2), evaluated recently and
found feasible (3), no additional resources
needed (2)

Has the work in your organization been interrupted
because of computer system problems during the last
year?

no notable problems (1), sometimes short
problems (6), office computers caused sev-
eral interruptions (1)

What Grid services would you find most useful as a
user?

access to computing resources (8), access
to large data storages (5), secure and fine
grained access to databases (6)

What following concepts are you familiar with? parallel processing (6), cluster computing
(8), job monitoring (7), grid job submission
(4), distributed data management (6), batch
processing (8), job brokering services (5),
load balancing (6)

Can your data be sent outside your institution for pro-
cessing? If not, how challenging would you judge
changing the situation?

is being already sent (3), possible with suf-
ficient security policies (4), impossible be-
cause of confidentiality (2)

What of the following you could think to be problem-
atic in your organization with the use of the Grid?

naming person to: be responsible for secu-
rity (3), install and update the systems (5),
present organization in meetings (1), educate
users (5)

What of the following experience do you have with
Grids ?

read on the Web (2), attended a presentation
(6), discussed with grid developers (8), used
grid clients (3), installed grid services (1),
used a parallel computing system(3)

What of the following is true? familiar with distributed desktop computing
(8), would like to contribute resources for
such use (6), have already participated (4)

Virtualization, we have planned to use? we run only Java services (2), we have in-
stalled virtual machines (6), use of virtual-
ization has been discussed (1), I do not know
(1)

Table 3. Questions and answers related to the Grid and service oriented technology.

the most desired source of information, and it was mentioned that the existence of tu-
torials is not enough but time has to be allocated for personnel to go through the mate-
rial. Also expert help and online forums and helpdesks were seen as possible aid in the
learning process.

4. Important Trends and Conclusions

In this paper describe a survey with the goal to find out more about the needs and prob-
lems of Grid technology in the public services and healthcare domain to reveal possible
barriers of adaptation. Most of these institutions have a very large number of desktop
computers that are most often centrally managed and could be reused in a local desktop



How has the amount of computer system investments
developed within your organization?

during past year: decreased (5), stayed con-
stant (3), next year: will increase (1), stay
constant (5), will decrease (2)

Does your organization provide computer services to
other organizations or people?

we provide: for other organizations (6), for
individuals (3), do not provide services (2)

How long do you estimate that new computer systems
had been in use before they start to be accepted and
are found helpful in your organization?

within half a year (3), around one year (4),
more than two years (3)

Is sufficient assistance and education delivered when
new computer systems are brought into use in your
office?

sufficient help is provided (5), lack of infor-
mation is often problematic (3)

What kind of help would you like to have when new
systems are introduced?

outside expert on site (6), online tutorials (8),
online forums (5), help–desks (4)

Table 4. Questions and answers on computer systems investments and education.

grid system. On the other hand security issues are important as on many computers con-
fidential documents are at least viewed. We have observed the following trends in our
survey:

• The important role of IT in the work of the public service sector was a clear al-
though not very surprising trend. All of the respondents had used their computers
for a long time and the IT related tasks formed a major part of their daily activity.
The IT was not only seen as a part of the daily work but also as an important part
of group and collaboration activities.

• Security challenges in the public service domain arise from frequently working
with confidential data. These vary from student records in universities, financial
records in the tax department, to patient data handled in the hospital. The digital-
ization of the security mechanisms, e.g. by the means of employing digital signa-
tures, has started but the wide adaptation is still under way as paper signatures are
most often still required. We believe that many security mechanisms developed
in Grid research [13] will also help to manage digital credentials in the public
service sector. Moreover, the availability of the systems could be increased by
adapting the high–availability technologies to the office computing systems.

• Knowledge on Grid technologies amongst the decision makers and the IT spe-
cialists in the public service sector is on a good level. The central concepts were
well know and understood. Daily work involved using networked services, typ-
ical to the enterprise Grids implemented based on service oriented architecture
(SOA) principles. Many of the respondents had also participated in Grid activities
at some point by trying to use software related to Grid computing. Several had
contributed resources to community computing projects, such as SETI@HOME
or BOINC, or were planning to contribute for such use. Virtualization technology,
which is being increasingly used within Grid projects, was well known amongst
the respondents and is by used in the majority of the organization.

• Adaptation of new technologies went without major problems in most organi-
zations. However, more education and resources such as time allocated for the
learning was seen essential to make the new systems adapted more rapidly.

After all we were surprised about the generally high knowledge on most technologies
related to grid computing, although grid computing itself was not in routine use in any of
the institutions surveyed. Some institutions have first pilot experiments on using desktop



computers as a grid resource. Computing power is still the main reason for implementing
grid computing and it seems possible to implement grid solutions based on the large
number of desktop computer available in many organizations.

Goal of this survey for us was to obtain more knowledge on possible problems of
grid computing in the public service sector. A second goal was also to inform the persons
responsible for the network in the University and Hospitals of Geneva on the possibilities
and requirements for reusing the existing computing infrastructure. Based on the survey
we were able to continue discussions and work on a pilot installation of using standard
hospital PCs with a virtual Linux machine as an intra–hospital grid. The most important
aspect of this discussion was the real need of computing power for a specific application
and the benefit of the diagnostic aid application for the institution itself.
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